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Overview - Lotus Domino Server ;DataAgents

Choose from the following topics:

Introduction

iDataAgents for Lotus Domino Server

Using the Appropriate Lotus Domino Server iDataAgent
Supported Data Types

Tree Levels in the Lotus Domino Server ;DataAgents
License Requirement

What You Need to Know About Lotus Domino Server
Domino Server Transaction Logs

Best Practices for Transaction Logging

Disaster Recovery Considerations

Introduction

The following definitions are offered to prevent the confusion that may arise from the use of the term
client:

A Lotus Domino server is a computer on which the Lotus Domino Server software has been installed.

Notes clients are computers on which Lotus Notes client software has been installed. These computers
access databases and services on the Lotus Domino server.

A client is a computer whose data is backed up via an iDataAgent.

Lotus Domino servers and Notes client computers can be clients of a File System iDataAgent which
backs up file system data.

Only a Lotus Domino server can be a client of the Lotus Domino Server iDataAgents.
The Lotus Notes data on Notes clients can only be backed up using a File System iDataAgent.

Back to Top

iDataAgents for Lotus Domino Server

A Lotus Domino Server will include databases that are backed up by the Lotus Domino Server
iDataAgents:

Notes Database
Notes Document

The Lotus Domino Server iDataAgents are just two of several iDataAgents which provide backup and
restore support for different kinds of data in what is often a mixed network environment.

As concerns Lotus Domino Server databases, remember that the:

Lotus Domino Server iDataAgents only secure the Notes databases that reside on the Lotus Domino
server (e.g., Notes Databases or documents residing in the Domino Data Path)

File System iDataAgent secures:

e Lotus Notes data that resides on a Notes client computer's local hard drive
e File system data that resides on a Lotus Domino server

The following figure shows the iDataAgents needed to fully secure a hypothetical, heterogeneous
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computing environment.
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Using the Appropriate Lotus Domino Server iDataAgent

The Notes Document ;DataAgent is designed to be used as a system administration tool. Use the Notes
Document iDataAgent if your primary goal is partial database recovery. This capability enables you to:

e Perform small restore jobs in the course of day-to-day database use (e.g., retrieve data accidentally
deleted by a user).

e Restore part of a database (i.e., a subset of documents). This can be especially useful when you need
to bring part of a large database online as quickly as possible after a system failure.

The Notes Database iDataAgent is designed to be used as a disaster recovery tool. Use this iDataAgent if
your primary goal is full database recovery in the event of a database or system crash rather than small
day-to-day restore jobs.

If you have both iDataAgents installed, you can back up Lotus Notes data using both of them. For
example, you may want to run hourly backups of your documents using the Notes Document iDataAgent.
This way, you can restore any individual documents on the server to within one hour of failure. At the
same time, you may want to schedule weekly full backups of your Domino server using the Notes
Database iDataAgent, with daily incremental and transaction log backups in between. This way you can
recover efficiently in the event of a server failure. Although your documents are backed up by both
iDataAgents, the backups are created differently and serve different purposes.

You cannot back up data with one Lotus Domino Server iDataAgent and
restore it with the other. For example, you cannot back up a Notes
database with the Notes Database iDataAgent and restore it with the
Notes Document iDataAgent.

Back to Top

Supported Data Types

The following sections describe the data types supported with the Lotus Notes Database and Lotus Notes
Document iDataAgents.

For both the Lotus Notes Database and Lotus Notes Document
iDataAgents, only databases with alphanumeric names are supported.

Lotus Notes Database iDataAgent
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Data Protection Operations for the following data types are supported by the Lotus Notes Database

iDataAgents:

e Lotus Notes databases generated on File allocation table (FAT) file systems

e Lotus Notes databases generated on New Technology file systems (NTFS)

e The Domino transaction logs

e All Notes databases and templates (.nsf and .ntf), logged and non-logged, visible to the Domino
Server.

Data Protection Operations for all other data types not mentioned in the above list are not supported by

the Lotus Notes Database iDataAgents, including:

e shared mail databases

e databases on remote computers

e database full text indexes

e non-database files (for example: exe, dll, ini, dir, dsk, id, box)

e Notes data stored on Lotus Notes client computers (use the appropriate Windows File System
iDataAgent on the Lotus Notes client computer)

Lotus Notes Document /DataAgent

Data Protection Operations for the following data types are supported by the Lotus Notes Document

iDataAgents:

e Lotus Notes databases generated on File allocation table (FAT) file systems

e Lotus Notes databases generated on New Technology file systems (NTFS)

e All Notes databases and templates (.nsf and .ntf), logged and non-logged, visible to the Domino
Server.

Data Protection Operations for all other data types not mentioned in the above list are not supported by
the Lotus Notes Document iDataAgents, including:

e transaction logs (only handled by the Notes Database iDataAgent)

e database encryption settings (manual re-encryption required after a restore)

e To backup or restore the following items, use the File System iDataAgent. Be sure that these files are
not being accessed by any applications during backup.

shared mail databases

databases on remote computers

database full text indexes

non-database files (for example: exe, dll, ini, dir, dsk, id, box)

Notes data stored on Lotus Notes client computers (use the appropriate Windows File System
iDataAgent on the Lotus Notes client computer)

Supported File System Data Types

When restoring Lotus Notes data, you can restore the data to a file system type that differs from the type
in which it originated. In other words, you can restore NTFS data to a FAT file system and restore FAT
data to an NTFS file system. FAT file systems do not support Discretionary Access Control Lists (DACL);
therefore, any NTFS data that is restored to a FAT partition loses its original DACL privileges. Also, when
FAT file system data is restored to an NTFS file system, the restored data inherits the DACL of the
destination directory.

Notes Data Secured by the File System /DataAgent

If you have the File System iDataAgents installed on your Lotus Domino server, you should edit your file
system backup filter to exclude the Domino databases in order to prevent Lotus Notes files from being
backed up together with the file system. If you are using the Notes Database iDataAgent, exclude the
transaction log directory from file system backups, as well.
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Back to Top

Tree Levels in the Lotus Domino Server iDataAgents

When the Lotus Domino Server iDataAgent is installed, the following levels are automatically created in
the CommCell Browser:

CommCell Browser

opal | | Subclient Mame Storage Policy
Client Computer Groups default subdlient 1
= % Cliert Computers transaction logs subclient 1
= &L ram

[#]-iD# File System
EE Notes Database
§ L raml
EE Notes Document

E%’ rami

Q CommCell Users

@ CommCell User Groups
Storage Resources
& Policies

1€ |

owl: Client

Notes Database
Notes Database: Agent default: Subclients

serverl: Instances transaction logs: transaction logs

(Partitions)
Notes Document
Notes Document: Agent default: Subclients

serverl: Instances
(Partitions)

defaultBackupSet:
Backup Sets

Back to Top

License Requirement

To perform a data protection operation using this Agent a specific Product License must be available in
the CommServe® Server.

Review general license requirements included in License Administration. Also, View All Licenses provides
step-by-step instructions on how to view the license information.

Back to Top

What You Need to Know About Lotus Domino Server

A Lotus Domino server can be set up and organized in a number of ways. It is important to understand
this organization to create an effective backup plan.

Notes Partitions
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A Notes partition is an instance of Lotus Domino Server running on a given computer. Lotus Domino
Server may be installed multiple times on the same computer, each instance, or partition, acting as an
individual server.

For example, computer 2 is running a simple Notes database. It is decided that computer 2 will also host
a Domino web server database. The Domino administrator could add this data to the existing Domino
partition, or install another partition of Domino Server for this new database. Installing a new partition
would allow the administrator to tune the performance characteristics of each partition individually while
offering a simpler organizational scheme.

Notes Data Paths

Each partition of Lotus Domino Server will have a data path which describes the location of the database
files. Databases existing outside of the data path are linked to the primary data path (see below).

Notes Links and Link files

A Notes link is a pointer to a database outside of the data path for a given partition. A Notes link file is a
text file that contains the path or paths of those databases. There are two types of Notes link files,
database link files and folder link files. A database link is a .nsf file containing the path of a single
database. A folder link is a .dir file containing a path or paths to multiple databases.

e The Lotus Domino Server iDataAgents back up only those databases
that exist within the Domino data path. Databases outside of the
Domino data path must be linked to the Domino path by a Notes link
file in order to be included in backups performed by the Lotus Domino
Server iDataAgents.

e Whereas the Lotus Domino Server iDataAgents will back up the
database files in a folder to which a directory link points; they will not
back up the directory link files (*.dir files) themselves. To back up
directory link files, set up the appropriate backup filter for the File
System iDataAgent so that the directory link files are included in the
backup.

Design Elements

Design elements are templates, forms and other non-data documents stored within a Notes database.
Data documents (see below) may be dependant upon specific design elements. A design element, also
referred to as a design document, is considered in its entirety. Design elements are restored as one
complete unit.

Data Documents

Data documents are the primary data storage component within Lotus Notes. They are comparable to
records in other database programs. Each data document contains several data objects, including but not
limited to, user input, mail messages and other data.

Domino Server Transaction Logs

A transaction log is a file containing a record of changes to all databases on a Domino Server partition. It
is used to:

® recover a server partition upon a restart
e bring a database up-to-date during a restore job.

Lotus Domino Server offers many styles of transaction logging:

e archive
e circular
e linear

e disabled
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Archive, circular and linear styles cause the server to write all database transactions into a single
transaction log. Archive style is recommended for use with the Lotus Notes Database iDataAgent.

Enabling archive logging should not cause the transaction log to grow excessively, since the Domino
Server automatically prunes the transaction logs. If you allocate a reasonable amount of space on your
Domino server for transaction logs and back up the server regularly, under normal operating conditions
the transaction logs will not exceed the disk space allotted to them.

Domino Server ID

The Domino Server ID should not have an associated password. Having one assigned does not hinder
future backups, but does prevent a complete unconditional overwrite of a database if you have not
selected the option to share the password with Notes addins.

If the Domino Server ID has a password associated with it, you must enable the option on the ID called
Don’t prompt for password from other Notes based programs (Share this user ID password with these
Notes addins). This option can be found in the Domino Administrator, on the Configuration tab, under
Tools/Certification/ID Properties for the SERVER ID file. A server restart is required after setting this
option. In addition to this, the Domino Server ID must be running during the restore operation.

Back to Top

Domino Server Transaction Logs (Archive Logging Style)

The Notes Document iDataAgent can secure databases that do not utilize transaction logging. If you plan
to use this iDataAgent exclusively you can disable archive logging.

The Notes Database iDataAgent requires the enabling of archive style transaction logging for all Domino
server partitions in order to perform incremental online backups of the databases. Databases for which
transaction logging has not been enabled will not be backed up incrementally by the transaction log
subclient, instead, non-logged databases are backed up in full by the subclient on which they reside.

The following information clarifies the relationships between the Domino server transaction logs,
transaction log backups, and the reuse of transaction logs that backups can trigger.

All Lotus Notes databases share the same transaction log, which is divided into smaller files known as log
extents. These files can be identified by their .txn extension and are always 64MB in size (fixed). In R5,
you can specify a Maximum Log Size in increments of 64MB up to 4GB (64 extents) in Domino server
configuration. The Maximum Log Size is managed through either reuse or pruning log extents that have
been successfully backed up (archived). When a log extent reaches its full 64MB capacity, it is marked as
available for archiving by the Domino server. Once the extent is backed up by the system (via an
incremental backup of the Transaction Logs subclient), it is marked as archived and can thus be reused
by the Domino server.

If all log extents are filled and no log extents have been archived, the Domino server will create
additional log extents past the Maximum Log Size as long as there is disk space available. Once disk
space has been filled, the Domino server will stop working.

Pruning of transaction logs only occurs if the Domino server has been stopped and restarted.
Log Reuse Example

Suppose the max log size is set to 256MB (4 log extents of 64MB each). Domino server will create 4
empty log extent files (numbered 0,1,2,3) when transaction logging is enabled for the first time. Over
time, Domino server will fill up log extents 0 - 3 and need to write another log extent. It notices that
another log extent would exceed the max log size of 256MB and checks to see if there is any archived log
extent that it can reuse (in this case, none). It has no recourse but to create a new 64MB log extent file.
This continues as long as there is disk space available and no log extents have been archived. Eventually
a Transaction Log backup starts and all full log extents are backed up and marked Archived. (For Domino
6 and higher, the active log extent will also be backed up but not be marked Archived.) When Domino
server next needs to write another log it still notices that the log size exceeds the maximum, but in this
case it finds that some log extents have been archived. It selects the first archived log extent (log extent

Page 7 of 105



Features - Lotus Notes Database iDataAgent

#0) and rewrites over it. Keep in mind a Domino log reuse does not reduce the total log size.

Log Recovery Example

Suppose transaction log extents #3, #4, and #5 are needed for the recovery of a database. Log extents
#4 and #5 are still on disk and log extent #3 is not. The system searches backup data for the latest copy
of the database before the specified browse time. The database is restored and the system requests the
Domino server play back any transactions up to the browse time. The Domino server determines that it
needs log extent #3 and sends a request back to the system, which restores log extent #3 and gives
control back to the Domino server. Transactions from log extent #3 are replayed and since log extents
#4 and #5 are still on the disk, their transactions are replayed without requesting anything from the
system. Transaction replay stops when the browse time is reached.

Best Practices for Transaction Logging
e Keep the transaction log on a separate partition or drive.

e Use the largest log drive possible or at least 4 to 5 times larger than your observed daily usage to
safeguard against media contention situations.

e Make sure the speed of logs being archived is faster than that of new logs being created.
Otherwise, the total log size will increase over time.

e Enable transaction logging in ARCHIVE mode for Notes Database database-level backups.
Although the Lotus Notes Database iDataAgent allows you to install, backup and restore when the
transaction logging setting for Domino server is ARCHIVE , CIRCULAR, DISABLED or (LINEAR, R6
only), it is highly recommended that you make use of transaction logging in ARCHIVE mode for Notes
Database level backups. Transaction logging in ARCHIVE mode provides for the best possibilities for
data recovery over ALL other modes.

Be aware that when not using ARCHIVE mode:

O The backup data size of incremental backups could be close to full backups, and point-in-time
restore is not always possible, and

O When CIRCULAR (LINEAR in R6) logging is used, transaction log backups are not possible, and
point-in-time restore is possible only if logs are not overwritten.

Logging methods should not be changed once the software has been
installed. Changing logging methods after the software has been installed
may result in unexpected results when data aging operations are
performed.

Back to Top

Disaster Recovery Considerations

e Before you use your agent, be sure to review and understand the associated full system restore (or
disaster recovery) procedure. The procedure for some agents may require that you plan specific
actions or consider certain items before an emergency occurs. See Disaster Recovery for more
information regarding your agent.

Back to Top
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System Requirements - Lotus Notes/Domino Server Database
iDataAgent

Lotus Notes Database iDataAgent | Lotus Notes Document iDataAgent

The Lotus Notes/Domino Server iDataAgents support the following Lotus Domino Server releases in both
Domino Cluster and non-Domino Cluster environments.

If you are running a Lotus Domino Server in a Domino Cluster, special
restore considerations apply. See Restore Considerations for this Agent in
Restore Data - Lotus Notes/Domino Server for more information.

Application/Operating System Processor

Lotus Domino Server Release 6.5.x 32-bit on:

AIX AIX 5.2 with technology level 10 (or higher) and Power PC (Includes IBM System p)
runtime library xIC.rte 8.0.0.0 or higher

AIX 5.3 with technology level 6 (or higher) and
runtime library xIC.rte 8.0.0.0 or higher

Linux Red Hat Enterprise Linux 3.x with glibc 2.3.x Intel Pentium or compatible processors

Red Hat Enterprise Linux 4.x with glibc 2.3.x

Solaris  Solaris 8 with a minimum of Service Packs 108528- Sun Sparc5 or higher recommended
13

Solaris 9

Solaris 10.x

Windows Windows 2003 All Windows-compatible processors

Microsoft Windows Server 2003 32-bit Editions with SYPPorted
a minimum of Service Pack 1

Lotus Domino Server Release 7.0.x 32-bit on:

AIX AIX 5.2 with technology level 10 (or higher) and Power PC (Includes IBM System p)
runtime library xIC.rte 8.0.0.0 or higher

AIX 5.3 with technology level 6 (or higher) and
runtime library xIC.rte 8.0.0.0 or higher

Linux Red Hat Enterprise Linux

Red Hat Enterprise Linux 4.x with glibc 2.3.x Intel Pentium or compatible processors

SuSE Linux

SuSE Linux 10.x with glibc 2.4.x Intel Pentium, x64 or compatible
processors

Solaris  Solaris 9 Sun Sparc5 or higher recommended

Solaris 10.x

Solaris 9 x64
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Solaris 10.x

Windows Windows 2003

Microsoft Windows Server 2003 32-bit Editions with
a minimum of Service Pack 1

Microsoft Windows Server 2003 x64* Editions with
a minimum of Service Pack 1

* Special configuration considerations apply. See Installing 32-bit
Components on a Microsoft Windows x64 Platform for more information.

All Windows-compatible processors
supported

Lotus Domino Server Release 8.0.x 32-bit on:

AIX AIX 5.3 with technology level 7(or higher) and
runtime library xIC.rte 8.0.0.0 or higher

AIX 5.3 with technology level 6 (or higher) and
runtime library xIC.rte 8.0.0.0 or higher

AIX 6.1

Power PC (Includes IBM System p)

Linux Red Hat Enterprise Linux

Red Hat Enterprise Linux 5.x

Intel Pentium, x64 or compatible
processors

SuSE Linux
SuSE Linux 10.x with glibc 2.4.x

Intel Pentium, x64 or compatible
processors

Solaris  Solaris 10.x

Sun Sparc5 or higher recommended

Windows Windows 2003

Microsoft Windows Server 2003 32-bit Editions with
a minimum of Service Pack 1

Microsoft Windows Server 2003 x64* Editions with
a minimum of Service Pack 1

* Special configuration considerations apply. See Installing 32-bit
Components on a Microsoft Windows x64 Platform for more information.

All Windows-compatible processors
supported

Lotus Domino Server Release 8.0.x 64-bit on:

AIX AIX 5.3 with technology level 7(or higher) and
runtime library xIC.rte 8.0.0.0 or higher
AIX 6.1

Power PC (Includes IBM System p)

Windows Microsoft Windows Server 2003 x64 Editions

All Windows-compatible processors
supported

Lotus Domino Server Release 8.5.x 32-bit on:

Power PC (Includes IBM System p)

AIX AIX 5.3 with technology level 6 (or higher) and
runtime library xIC.rte 8.0.0.0 or higher
AIX 6.1

Linux Red Hat Enterprise Linux

Red Hat Enterprise Linux 5.x
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processors
SuSE Linux
SuSE Linux 10.x with glibc 2.4.x Intel Pentium, x64 or compatible
processors
Solaris  Solaris 10.x Sun Sparc5 or higher recommended
Windows Windows 2003 All Windows-compatible processors
Microsoft Windows Server 2003 32-bit Editions with S“PPOrted
a minimum of Service Pack 2
Microsoft Windows Server 2003 x64* Editions with
a minimum of Service Pack 2
Windows 2008
Microsoft Windows Server 2008 32-bit and x64
Editions*
*Core Editions not supported
* Special configuration considerations apply. See Installing 32-bit
Components on a Microsoft Windows x64 Platform for more information.
Lotus Domino Server Release 8.5.x 64-bit on:
AIX AIX 5.3 with technology level 6 (or higher) and Power PC (Includes IBM System p)
runtime library xIC.rte 8.0.0.0 or higher
AIX 6.1
Windows Windows 2003 All Windows-compatible processors
supported

Microsoft Windows Server 2003 x64 Editions with a
minimum of Service Pack 2

Windows 2008
Microsoft Windows Server 2008 x64 Editions*

*Core Editions not supported

Memory

AIX

64 MB RAM per stream/drive minimum required beyond the requirements of the operating system and
running applications*

Swap space = 2*RAM size

Windows

32 MB RAM per stream/drive minimum required beyond the requirements of the operating system and
running applications*

*Very Large Memory Module (VLMM) supported.

Hard Disk

AIX
95 MB minimum of hard disk space for software

50 MB of additional hard disk space for log file growth
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10 MB of temp space required for install or upgrade (where the temp directory resides)

Windows

114MB minimum of hard disk space for software/ 498 MB recommended

50 MB of additional hard disk space for log file growth

81 MB of temp space required for install or upgrade (where the temp folder resides)

Peripherals
DVD-ROM drive

Network Interface Card

Miscellaneous

TCP/IP Services configured on the computer.

The File System iDataAgent will be automatically installed during installation of the Lotus Notes/Domino
Server iDataAgents if it is not already installed. For System Requirements and install information specific

to the File System iDataAgent, refer to:

System Requirements - Microsoft Windows File System iDataAgent

System Requirements - Unix File System iDataAgent

Microsoft Visual C++ 2008 Redistributable Package is automatically installed. Note that Visual C++ 2008
Redistributable Package can co-exist with other versions of this software.

If you have SELinux enabled on the client computer, create the SELinux policy module as a root user
before performing a backup. The SELinux Development package must be installed on the client.

To create SELinux policy module, perform the following steps as user "root":

1. Create the following files in the /usr/share/selinux/devel directory:

File Name

Content of the file

<directory>/<file names>.te
where:
<directory> is /usr/share/selinux/devel

<file name> is the name of the Unix file, created to
save the policy module statement. It is a good idea to
use the same name for policy module and the file.

For example: When you are creating a policy module
for backup_IDA application, you can use the following
file name: backup IDA.te

The content of the file should be as follows:
policy_module(<name>,<version>)
HHAHH#HBBHHHH# BB B HHHH# SRR HHHH#HRRHH
where:

<name> is the name of the policy module. You can
give any unique name to the policy module, such
as a process or application name.

<version> is the version of the policy module. It
can be any number, such as 1.0.0.

For Example: While creating a policy module for
the backup_IDA application, you can use the
following content.

policy module (backup IDA,1.0.0)

<directory>/<file names.fc
where:
<directory> iS /usr/share/selinux/devel

<file name> is the name of the Unix file, created to
save the policy module statement. It is a good idea to

The content of the file should be as follows:

Note that the following list of files is not
exhaustive. If the process fails to launch,

check /var/log/messages. Also, if required, add
it to the following list of files.

/opt/<software installation
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use the same name for policy module and the file.

For example: When you are creating a policy module
for backup_IDA application, you can use the following
file name: backup IDA.fc

directory>/Base/libCTreeWrapper.so --
gen context
(system u:object r:texrel shlib t,sO0)

/opt/<software installation
directory>/Base/libCVMAGuiImplgso --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libdb2locale.so.1 --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libdb2osse.so0.1l --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libDb2Sbt.so --

gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libdb2trcapi.so.l --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libDrDatabase.so --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libIndexing.so --
gen context

(system u:object r:texrel shlib t,s0)

/opt/<software installation
directory>/Base/libSnooper.so --
gen_context

(system u:object r:texrel shlib t,s0)

2. Create the policy file from command line. Use the following command. Ensure that you give the
following commands in the /usr/share/selinux/devel directory.

[root]# make backup IDA.pp

Compiling targeted backup IDA module

/usr/bin/checkmodule: loading policy configuration from tmp/backup IDA.tmp

/usr/bin/checkmodule: policy configuration loaded

/usr/bin/checkmodule: writing binary representation (version 6) to

tmp/backup IDA.mod

Creating targeted backup IDA.pp policy package

rm tmp/backup IDA.mod tmp/backup IDA.mod.

[root]# semodule -i backup IDA.pp

[root] #

fc
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3. Execute the policy module. Use the following command:

[root]# restorecon -R /opt/<software installation directorys>

SELinux is how configured to work with this application.

Notes on Lotus Notes Client Add-In Installations

For Windows clients, JRE 1.6.0_06 is installed automatically with the Outlook Add-In software if it is not
already installed.

For Macintosh clients, JRE 1.5.x must be installed manually prior to installing the Outlook Add-In
software.

The Microsoft Visual C++ 2008 Redistributable Package is not automatically installed for MSI installs.
However, the required subset of files from Microsoft Visual C++ 2008 Redistributable Package are
provided as part of the software and therefore, manual installation is not required.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors may, in some cases, affect the working of our
software. Although we may list such revisions and/or service packs as “supported” in our System Requirements, changes to the behavior of our
software resulting from an application or operating system revision/service pack may be beyond our control. However, we will make every effort to
correct such disruption as quickly as possible. When in doubt, please contact your software provider to ensure support for a specific application or

operating system.
Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also
applicable.
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Install the Lotus Notes iDataAgents - Windows /DataAgents -
Windows

Click on a link below to go to a specific section of the software installation:

e Install Requirements
e Install Checklist
e Before You Begin
e Install Procedure
O Getting Started
O Select Components for Installation
O Firewall Configuration
O Configuration of Other Installation Options
O Client Group Selection
O Select Partitions
O Storage Policy Selection
O Verify Summary of Install Options
O Schedule Automatic Update
O Setup Complete
e Post-Install Considerations

Install Requirements

Lotus Notes Database and Document iDataAgents are installed on the computer in which the Domino Ser
resides.

For the Lotus Domino Server family of iDataAgents, the computer on which the Lotus Domino server resic
the client to the CommServe. Client never refers to a Lotus Notes client of a Lotus Domino server; the Nc
Database and Notes Document iDataAgents are not intended for, and cannot be, installed on Lotus Notes
clients.

Verify that the computer in which you wish to install the software satisfies the minimum requirements
specified in System Requirements - Lotus Notes/Domino Server iDataAgents and System Requirements -
Microsoft Windows File System iDataAgent.

The following procedure describes the steps involved in installing the Windows File System and Notes
Database and Notes Document iDataAgents. If you choose to install multiple components simultaneously,
refer to the appropriate procedures for installation requirements and steps specific to the component. Not
that when you install multiple components, the sequence of the install steps may vary.

Review the following Install Requirements before installing the software:

General

o Agents should be installed only after the CommServe and at least one MediaAgent have been. Also, ke

mind that the CommServe® software and MediaAgent must be installed and running (but not necessal
on the same computer), before you can install the Agent.

e This software should be installed in a CommcCell component with current versions of the CommServe
Server and MediaAgent software.

e Close all applications and disable any programs that run automatically, including anti-virus, screen sav
and operating system utilities. Some of the programs, including many anti-virus programs, may be rui
as a service. Stop and disable such services before you begin. You can re-enable them after the
installation.

e Ensure there is an available license on the CommServe software for the Agent.
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Verify that you have the software installation disc that is appropriate to the destination computer’s
operating system.

Make sure that you have the latest software installation disc before you start to install the software. If
are not sure, contact your software provider.

Firewall

If the CommServe® Server, MediaAgent and/or Clients communicate across two-way firewall(s):

O Ensure port 8400 is allowed connections through the firewall.

O In addition a range of bi-directional ports (consecutive or discrete) must also be allowed connection
through the firewall.

For information on configuring the range of ports, see Port Requirements for Two-way Firewall.

If the CommServe Server, MediaAgent and/or Clients communicate across one-way firewall(s):
O Identify a range of outbound ports (consecutive or discrete) for use by the software.

For information on configuring the range of ports, see Port Requirements for One-way Firewall.

If the MediaAgent/Client communicates with the CommServe Server across a one-way firewall, you mi
add the MediaAgent/Client host name (or the IP address) in the CommServe computer before installin:
necessary software on the MediaAgent/Client computer.

Agent Specific

While the Lotus Notes Database iDataAgent supports all logging styles (disabled, archive, circular, line
is strongly recommended that Archive Logging be used. For information on how to set the transaction
logging style see Configuring the Lotus Domino Server for Transaction Logging.

Logging methods should not be changed once the software has been installed. Changing logging meth
after the software has been installed may result in unexpected results when data aging operations are
performed.

For overview information on transaction logging, refer to Domino Server Transaction Logs.

The public name and address book (names.nsf) must be using the R5 or R6 template, in order for the
required transaction logging settings to appear on the Server document.

Installing the iDataAgent using Microsoft Windows Terminal Service Client is not supported. For remot
access, use of a remote control software such as NetMeeting is supported.

If you have edited the Domino servers local host file to resolve Notes port mapping issues, make sure
the network interface names that you enter during File System iDataAgent installation are recognized

the DNS server and are not just local host file entries. Check the default values before accepting them
Otherwise, the CommServe and MediaAgent may not be able to access the client using the interface n.
that you have entered.

Ensure that the Domino Server ID does not have an associated password. If the Domino Server ID has
password associated with it, you must enable the option on the ID called Dont prompt for password frt
other Notes based programs. For more information on the subject, see Domino Server ID.

Install Checklist

Collect the following information before installing the software. Use the space provided to record the
information, and retain this information in your Disaster Recovery binder.

1.

Install folder location:

See Select Components for Installation for more information.

If the CommServe Server and the client computer communicate across a firewall:

Firewall ports:

Hostnames and/or IP Addresses and corresponding GxCVD port numbers of computers on the other si
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the firewall:

Keep Alive Interval minutes:

Hostname for outgoing tunnel connections:

Tunnel Initialization Interval seconds:

See Firewall Configuration for more information.

3. CommServe Host Name or the CommServe IP address:

See Configuration of Other Installation Options for more information.

4. Client computer's Host name (NetBIOS name) or IP address

See Configuration of Other Installation Options for more information.

5. Job result folder location:

If necessary, Name and Password for the specified folder:

See Configuration of Other Installation Options for more information.

6. Client Group to which this Client will be
associated:

See Client Group Selection for more information.

7. Storage Policy used by the default subclient:

See Storage Policy Selection for more information.

8. Time and frequency for Install of Automatic Updates:

See Schedule Automatic Update for more information.

9. Login name and password for a user with administrator privileges to access the Notes database:

Before You Begin

e Log on to the client as local Administrator or as a member of the Administrators group on that comput

Install Procedure

Getting Started

1. Place the software installation disc for the Windows
platform into the disc drive.

After a few seconds, the installation program is
launched.

If the installation program does not launch
automatically:

e Click the Start button on the Windows task bar, and
then click Run.

e Browse to the installation disc drive, select
Setup.exe, click Open, then click OK.

NOTES

e If you are installing on a x64 version of Windows
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2008 Server Core R2, go to the AMD64 folder and
run Setup.exe.

2. In this screen, you choose the language you want to use
during installation. Click the down arrow, select the
desired language from the pull-down list, and click Next
to continue.

3. Select the option to install software.
NOTES

e This screen will only appear when the
bAllow32BitInstallOn64Bit registry key has been
created and enabled on this computer.

4. Select the option to install software on this computer.
NOTES

e The options that appear on this screen depend on the
computer in which the software is being installed.

5. Read the Welcome screen.

Click Next to continue, if no other applications are
running.

6. Read the virus scanning software warning.

Click OK to continue, if virus scanning software is
disabled.

7. Read the license agreement, then select I accept the
terms in the license agreement.

Click Next to continue.

Select Components for Installation

8. Select the component(s) to install.

Select Platforms

NOTES

e Your screen may look different from the example
shown.

e Components that either have already been
installed, or which cannot be installed, will be
dimmed. Hover over the component for
additional details.

e The Special Registry Keys In Use field will be
enabled when GalaxyInstallerFlags registry

]
opr

o
CrepEEEEl®E=ER

3]

Select the platforms you want to configure

Common Technology Engine

0 CommServe Modules

[ CommCell Console

O Mediadgent Modules

Cliert Modules

O iDatatgents

3 Snapshot-based Software Modules
[ Quick Recovery Agents
]
Jia]
]

D atadrchiver Agents

Replication Agents

Content Indexing Services
5

)
=

Move the pointer aver a
platfarm name to see 3
description of the platform and
reasons why it may be
dizabled

. Disk Space
[Reg/Recommended,

Installation Folder:
OMB /0 MB

Temparary on C: drive:
OME /0 WB

keys have been enabled on this computer. Hover
over the field to see which keys have been set,

< Back

Special Registry Keys In Use

st > Lancel

as well as their values. For more information, see
Registry Keys.

Click Next to continue.

To install the Lotus Notes iDataAgents system
expand the iDataAgents folder and then the Lotus
Notes iDataAgent folder and select:

® iDA for Lotus Notes Database
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iDA for Lotus Notes Document

When you select the Lotus Notes iDataAgent for
install, the appropriate Windows File System
iDataAgent is automatically selected for install.

If you have already installed the file system

iDataAgent, go to Select Partitions. Otherwise:
Specify the location where you want to install the
software.

NOTES

Do not install the software to a mapped network
drive.

Do not use the following characters when
specifying the destination path:

[ X2 <>

It is recommended that you use alphanumeric
characters only.

If you intend to install other components on this
computer, the selected installation directory will
be automatically used for that software as well.

If a component has already been installed, this
screen may not be displayed if the installer can
use the same install location as previously used.

If you intend to use the SnapProtectTM feature

for Windows File System iDataAgent, the agent
should be installed on a non-system drive and

not a filer volume.

Click Browse to change directories.

Click Next to continue.

Firewall Configuration

10. Select from the following:

If this Client communicates with the CommServe
Server and/or MediaAgent across a firewall,
select Yes, configure firewall services, and
then click Next to continue. Proceed to the next
Step.

If firewall configuration is not required, click No,
do not configure firewall services and then
click Next to continue. Proceed to the next
section.

NOTES

Operating systems, such as Windows 2008 and
Windows Vista, may have more than one profile
present. When you select No to configure
firewall services, verify that firewall settings are
not enabled in the profile(s).

If the system detects firewall settings are
present in the profile(s), you must select from
the following:

O Disable firewall for ALL profiles: Employ
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Destination Folder
Select the destination folder to install the program files.

Click Mext to accept the default location, or click Browse to choose an alterate
location

— Destination Folder

Browse... |

IE: 1803 ME 'l

Drvelist—— "Spaca Required / Recommended

Mest > I Cancel

Firewall Configuration
Configure frewall services

If & fireweall separates this computer from ather computers that it will need to communicate with,
you will need ta provide certain firewall configuration settings.

“Wiould you like to configure firewall services?
& Hes, configure frewall services

¢~ No, do not configuie firewall services

< Back Cancel
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caution when choosing this option; firewall
settings will be disabled in all profiles. This
requires a system reboot; installation
automatically resumes after reboot.

O No, Firewall is not enabled: Select this
option if your firewall settings allow
communication with the CommServe

computer.
Click Back to configure firewall services.
11. Click the Specify list of machine across the
firewall option and then specify the list of hosts Firewal) Host NamesTP Adirossos
) ) pe_c\fy Host Names and/or IP Addresses for firewall
separated from this computer by a firewall. Make
sure you correctly describe whether the firewall _
. . . . Specify the Hast Names and/or IP Addresses and coresponding CVD port numbers of computers
a I I OWS tWO-Way communi Catl on ( b ut on a I m |ted separated from this computer by a firewall . The list may contain a combination of both Host Mames
and IP Addresses. In case of 2-way firewall Host Mames/IP Addresses may contain wildcards.

range of ports), or one-way communication (with
either only remote host being able to make

For example: 19218168, or * companyname. com.

I~ Specify list of machines across the firewall

ConneCtlons to thls CompUterl or Vlce Versa) Host Name or IP Addiess and CVD poit—————— ~ Host Hame / IP Address List
- . . . & Ly firewal
For all one-way firewalls allowing incoming Tway el -
connections and those one-way firewalls allowing e e
outgoing connections without additional port e | Remave | Fenoveat |
filtering, skip this step.
Click Next to continue. cgack [ mew> ]| concu |
NOTES

e Consider the following:

O On the CommServe Server, this list should
include all the MediaAgents and Clients that
are on the other side of the firewall.

O On the MediaAgents/Clients this should
include the CommServe computer, and any
other Clients/MediaAgents on the other side of
the firewall with which communications will be
established.

e For each machine on the other side of the
firewall that you want to configure, choose the
type of firewall configuration based on the
firewall setup in your environment. Choose from
the following options:

O Click on 2-way firewall if you can open
certain ports as bi-directional ports.

O Click 1-way firewall; host is reachable
from this machine on the machine that is on
the secure side of the firewall.

O Click 1-way firewall; host is NOT
reachable from this machine on the
machine that is on the public / DMZ side of
the firewall.

e If you wish to communicate with computers in a
clustered environment, ensure that you add the
Host Name/IP Address of all physical nodes in
the cluster (even if no CommcCell components
are installed) and all the virtual nodes in which
CommcCell components are installed.

e Type the host name or the IP address and the
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GxCVD port number of the host name, and click
Add to place it in the Host Name/IP Address List.

12. Click the Specify list of restricted open ports
option and then specify the port range. Add the
starting and ending port range and then click Add
to place it in the Open Port List. Repeat as
needed.

If firewall separating this computer from others
allows incoming connections, but these connections
can be made only on a limited set of ports, then
configure the appropriate port range here. For all
other scenarios, skip this step.

Note that if you do not specify hostname(s) as well
as port number(s), then the firewall services will not
be configured.

NOTES

e Typically in a two-way firewall, the open ports
must be indicated for all computers. In a one-
way firewall, the ports must be specified on
computers in the open side, if they are open in a
restricted way. Note that the port ranges are not
required for computers that are fully closed in
the one-way firewall. For example, laptops which
are configured as clients in the Workstation
Backup Agent.

e In a clustered environment, make sure the
firewall ports specified here are open for
communication on all the physical nodes as well
as the virtual nodes.

Click Next to continue.
13. If desired, modify the Keep Alive interval.

Click Next to continue.

14. Optionally, select Advanced Firewall
Configuration and specify a local host name
interface to use for outgoing tunnel connections
through the firewall. Otherwise, the interface and
port is automatically selected for you by the OS.

Click Next to continue.
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Firewall Keep Alive Interval
Specify frewal Keep Alive Interval

tany firewalls dizconnect idle network. connections after some period. Some of the
Services need continuous connection. The software keeps such connections active by sending
peniodic Keep Alive packets,

Caongult your firewall documentation, or contact your Network Administratar, for the esact value
after which idle connections will be cloged. [snip time].

Specify a Keep Alive value which is at least one minute less than the ship time.

K.eep Alive Interal:

[ minutes

I x|
Firewall Ports
Specify open firewall ports for firewall services

If thiz machine iz reachable only on a restricted zet of ports, you need to epecify a 1ange of

ports that have been opened up on the firewall. Do not specify ports 8600 ar 8602 in thiz

range even if it needs to be opened up on the firewall.

I~ Spesify list of resticted open ports

Open Port List
- - S R
I - I Add > |
Femove &1 |
< Back I Next > I LCancel |

I x|

< Back I Mext > I Cancel
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Click Next to continue.

Configuration of Other Installation Options

16. Enter the fully qualified domain name of the

17.

CommServe computer. (TCP/IP network name. e.g.,
computer.company.com)

NOTES

e Do not use spaces when specifying a new name

for the CommServe Host Name.

e If a component has already been installed, this

screen will not be displayed; instead, the
installer will use the same Server Name as
previously specified.

Click Next to continue.

Enter the username and password information for
an external domain user account or a CommcCell
user account. This authorizes the installation of an
agent on the CommcCell.

NOTES

e This window is only displayed when the Require
Authentication for Agent Installation option

is selected in the CommcCell Properties. Users

must belong to a User Group with Administrative
Management capabilities to enable this feature.
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Bind Before Connect Interface
Specify firewall Bind Before Connect Interface

Select the local host name interface that should be:
uzed for all outgoing tunnel connections. [Optional]

I

< Back I Mext » I Lancel |

I x|

Tunnel Initialization Interval
Specify firewall Tunnel Initialization |nteral

When a tunnel to & destination computer can nat be established because the computer iz
either down or hot accepting connections, the tunnel initialization interval setting determines
how often the tunnel intialization attempts will occur. These attempts may generate a large
amount of nebwork kraffic if a central computer, such as the CommServe, is down.

Specify a Tunnel Initialization Interval between 1 and B0 seconds.

Tunnel Initialization [ntereal

E seconds

< Back I Mext > I Cancel

I |

CommServe Host Name Information
Specify the CommServe computer host name.

Enter the CommServe host name.
[Erter a walid, fully qualified, IP host name, for exarnple:
mycomputer. mpcompany. com)

Imycomputer.mycompany com

< Back I Hext > I Cancel
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For more information, see Authentication for
Agent Installs.

Click Next to continue.

18. Enter the following:
e The local (NetBIOS) name of the client
computer.

e The TCP/IP IP host name of the NIC that the
client computer must use to communicate with
the CommServe Server.

NOTES
e Do not use spaces when specifying a new name

for the Client.

e The default network interface name of the client
computer is displayed if the computer has only
one network interface. If the computer has
multiple network interfaces, enter the interface
name that is preferred for communication with
the CommServe Server.

e If a component has already been installed, this
screen will not be displayed; instead, the install
program will use the same name as previously
specified.

Click Next to continue.

19. Specify the following and click Next to continue:

e Type the location of the client's job results
directory, or click Browse.

NOTES

e The Agent uses the job results directory to store
the client's backup and restore job results.

Client Group Selection
20. Select a Client Group from the list.

Click Next to continue.

Account information for Agents
Authentication

Enter sither a domain account or CommCell user
account,

Account [nformation:
User Mame:

Password:

< Back I Mext > I LCancel |
B x
Communication Interface Hame
Setup will configure the communication paths
Select a client name
computer_namd j

Select an interface name that this computer will use ta
oommunicate with the CommS erve

| El

IP Address{es] for the selected host

< Back Tewt > Cancel

B ]
Job Results Path

Select the location to store Job Results files for this
client computer

Click Mext to accept the default location, or click Browse to choose an alternate
I ation

—Job Results Path
Browse. |
Drive List———————— Space Required / Recommended ——
IEI. 4536 MB 'l ’7 S0ME /100 MEB
< Back I Mext > I Cancel
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I ]
NOTES Client Group Selection

Select a client group for the client,
e This screen will be displayed only if Client Groups
are configured in the CommcCell Console. For
more |nf0rmat|0n, see C||ent Computer Groups' The Client Graup it a logical grouping of client machines

which have the same associations at various levels like
Schedule Palicy, Activity Control, Security and Reports.

Cliert group:

< Back I Mext > I Cancel

Select Partitions
21. For Lotus Notes Database:

Partitions for LotusHotes_DB
Plzase Select Partitions for LotusMotes

Select one or more partitions from the Available
Partitions pane to include in the install.

i Available Parttion(s] —————————— i Selected Partitionfs] ———————
NOTES S
e All partitions selected in this step are configured l
to use the storage policy selected through

Storage Policy Selection. >
Click Next to continue. il

< Back I Nest > I Cancel |

22. For Lotus Notes Document:

Partitions for LotusNotes_Doc
Plzase Select Partitions for LotusMotes

Select one or more partitions from the Available
Partitions pane to include in the install.

—Awailable Parttion(s]——————— — Selected Partition(s)
NOTES o | =
e All partitions selected in this step are configured <
to use the storage policy selected through
Storage Policy Selection. |
Click Next to continue. «

< Back I Nest > I Cancel

Storage Policy Selection

23. Select the storage policy through which you want to
back up/archive the indicated component (subclient,
instance, etc.)

NOTES

e A storage policy directs backup data to a media
library. Each library has a default storage policy.

e When you install an Agent, the install program
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creates a default subclient for most Agents.

e If desired, you can change your storage policy
selection at any time after you have installed the

client software.

e If applicable, enable Global Filters for the default

subclient.
e If this screen appears more than once, it is

because you have selected multiple agents for
installation and are configuring storage policy

association for each of the installed agents.

Click Next to continue.

If you want to use different storage policies for any
of the available partitions, leave them unconfigured

in this step and add them using the CommcCaell

Browser after the installation is complete. See Add a

Lotus Domino Server Partition on Windows.

Select Download Pack(s) and Install to

download and install the latest service packs and

post packs from the software provider.
NOTES

e Internet connectivity is required to download

updates.

e This step is applicable when installing on the first

instance.

e Updates are downloaded to the following

directory:
<software

installation>/Base/Temp/DownloadedPacks.

They are launched silently and installed
automatically for the first instance.

Click Next to continue.

Verify Summary of Install Options

25.

26.

Verify the summary of selected options.
NOTES

e The Summary on your screen should reflect the
components you selected for install, and may

look different from the example shown.

Click Next to continue or Back to change any of

the options.

The install program now starts copying the software

to the computer. This step may take several
minutes to complete.

The System Reboot message may be displayed. If

so, select one of the following:

e Skip Reboot
This option will be displayed if the install
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Storage Policy Selection

Select a storage policy for the default subclient to be
backed up.

Select a storage policy fram the pull-down list.

< Back I Mext» I LCancel

Download and Install latest packs

Downlaad and Install the latest service pack and post
service pack from the software provider website.

™ Download pack(z] and Install

Make sure pou have internet connectivity at this time. This process may take some time
depending on the download speed.

| Mexst > I LCancel

I x|

Summary
Summary of ingtall selections

Setup has enough information ta start copying the program files. If you are satisfied
with the install zettings, click Next to begin copying files

The follawing software =
will be installed : -_I
+ D for windowes Server 2003

Destination Path = E:%\Program Files \Agenth

CommServe Host = lavender

CommServe Machine = lavender

Interface Mame = maroon.wekfs com

Clignt = marooh

Job Results Path = E:\Program Files\Agent\iD atatgent') obR esults

=
< | »

< Back
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program finds any files belonging to other [ X
applications, that need to be replaced. As these
files are not critical for this installation, you may e s elzs el et ale soms e el )
. . X X to be renamed. |t is recommended that you reboot this computer
skip the reboot and continue the installation and befare continuing with this installation.

reboot the computer at a later time.

e Reboot Now
If this option is displayed without the Skip
Reboot option, the install program has found
files required by the software that are in use and
need to be replaced. If Reboot Now is displayed

"Wiould you like Setup ta reboot your compuber now?

without the Skip Reboot option, reboot the :
computer at this point. The install program will Ml

Exit Setup |

automatically continue after the reboot.

e Exit Setup
If you want to exit the install program, click Exit
Setup.

Schedule Automatic Update

27. If necessary, select this option to schedule an I
P H Install Updates schedule
automatic installation of software updates. i Ital o atomatc Updtes
NOTES
e Install Updates Schedule allows automatic ¥ Schedlu Install of Automatic Updates
installation of the necessary software updates on P
the computer on a single or weekly basis. If you Tme:  [i2zaem
do not select this option, you can schedule these ERveall £ Moy £ Tumsdop
updates later from the CommCell Console. vt O The
edhesday ursday
e To avoid conflict, do not schedule the automatic p— R
installation of software updates to occur at the ® v
same time as the automatic FTP downloading of
software updates. =
e You may be prompted to reboot the computer
before restarting services.
e If a component has already been installed, this
screen will not be displayed; instead, the
installer will use the same option as previously
specified.
Click Next to continue.
Setup Complete
28. Click Next to continue. I
Schedule Reminder
N OTES Job schedule creation reminder
e Schedules help ensure that the data protection
operations for the Agent are automatically Plezss note:
performed on a regular baS|s W|th0ut user ;?:j‘tglnTieDiqt;u?:ale aJob Schedule far each iDatatgent that has been installed an
intervention. For more information, see _ _
Sch ed u I | n g .{aonlé rSec;Toeguloe;e?;iorﬁguued to allow the iDatabgents to perform automated backup

Job Schedule creation can be accomplished through the CommCell Conzole
administration interface.
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29. Setup displays the successfully installed I ]
Completion Report
com po ne nts * Setup complete
NOTES
. Software installation completed successfully
e The Setup Complete message displayed on
your screen W|” reﬂect the com ponents you Wigik the website below to download latest Updates and Service Packs
installed, and may look different from the Ok e S

example shown.

e If you install an Agent with the CommcCell
Console open, you need to refresh the CommcCaell
Console (F5) to see the new Agents.

e If Reboot Now button is displayed make sure to
reboot the computer before performing any other Techrical Support Website

operations from the computer.
Click Finish to close the install program.

The installation is now complete.

Post-Install Considerations

General

e Install post-release updates or Service Packs that may have been released after the release of the
software. If you are installing a Service Pack, verify and ensure that it is the same version as the one
installed in the CommServe Server. Alternatively, you can enable Automatic Updates for quick and
easy installation of updates in the CommCell component.

e After installing the Agent, you may want to configure the Agent before running a data protection
operation. The following list includes some of the most common features that can be configured:

O Configure your subclients - see Subclients for more information.

O Schedule your data protection operations - see Scheduling for more information.
O Configure Alerts - See Alerts and Monitoring for more information.

O Schedule Reports - See Reports for more information.

The software provides many more features that you will find useful. See the Index for a complete list of
supported features.

Agent Specific

e Before you back up data with the Notes Document iDataAgent, create a Restore View Name for each
partition configured as described in Add a Restore View Name.

e If you did not install all the partitions with your initial install, remember to add the needed partitions
to the iDataAgent afterward. To add a new partition to the iDataAgent, see either Add a Lotus
Domino Server Partition on Windows or Add a Lotus Notes Database Partition on Unix for more
detail.

e Schedule appropriate backups for the default and transaction log subclients based upon server
activity and business requirements:

O For default and user-defined subclients schedule incrementals based upon how often new
databases are added to the Domino server.

O For the transaction log subclient, create schedules based upon the volume of data that is changed
or added. For more information on transaction logging, see Domino Server Transaction Logs.

Disaster Recovery Considerations

e Before you use your agent, be sure to review and understand the associated full system restore (or
disaster recovery) procedure. The procedure for some agents may require that you plan specific
actions or consider certain items before an emergency occurs. See Disaster Recovery for more
information regarding your agent.
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Install the Lotus Notes Database iDataAgent - Unix

Click on a link below to go to a specific section of the software installation:

e Install Requirements
e Install Checklist
e Before You Begin
e Install Procedure
O Getting Started
Select Components for Installation
Base Software Installation
Firewall Configuration

o}
o}
e}
O Storage Policy Selection
O Enable Global Filters

O Client Group Selection
O Configure Partitions

O Setup Complete

e Post-Install Considerations

Install Requirements

The Lotus Notes Database iDataAgent is installed on the computer from which the iDataAgent secures
data. (This computer is referred to as the Client computer in this install procedure.)

Verify that the computer in which you wish to install the software satisfies the minimum requirements
specified in System Requirements - Lotus Notes/Domino Server iDataAgents and System Requirements
- Unix File System iDataAgent.

Review the following Install Requirements before installing the software:

General

e Agents should be installed only after the CommServe and at least one MediaAgent have been
installed in the CommcCell. Also, keep in mind that the CommServe and MediaAgent must be installed
and running (but not necessarily on the same computer), before you can install the Agent.

e This software should be installed in a CommCell with current versions of the CommServe and
MediaAgent software.

e Ensure there is an available license on the CommServe for the Agent.
e Verify that you have the software installation disc that is appropriate to the destination computer’s
operating system.

Make sure that you have the latest software installation disc before you start to install the software.
If you are not sure, contact your software provider.

Firewall

e If the CommServe® Server, MediaAgent and/or Clients communicate across two-way firewall(s):
O Ensure port 8400 is allowed connections through the firewall.

O In addition a range of bi-directional ports (consecutive or discrete) must also be allowed
connections through the firewall.

For information on configuring the range of ports, see Port Requirements for Two-way Firewall.

e If the CommServe Server, MediaAgent and/or Clients communicate across one-way firewall(s):
O Identify a range of outbound ports (consecutive or discrete) for use by the software.

Page 28 of 105



Features - Lotus Notes Database iDataAgent

For information on configuring the range of ports, see Port Requirements for One-way Firewall.

e If the MediaAgent/Client communicates with the CommServe Server across a one-way firewall, you
must add the MediaAgent/Client host name (or the IP address) in the CommServe computer before
installing the necessary software on the MediaAgent/Client computer.

Agent Specific

e While the Lotus Notes Database iDataAgent supports all logging styles (disabled, archive, circular,
linear) it is strongly recommended that Archive Logging be used. For information on how to set the
transaction logging style see Configuring the Lotus Domino Server for Transaction Logging.

Logging methods should not be changed once the software has been installed. Changing logging
methods after the software has been installed may result in unexpected results when data aging
operations are performed.

For overview information on transaction logging, refer to Domino Server Transaction Logs.

e The public name and address book (names.nsf) must be using the R5 or R6 template, in order for
the required transaction logging settings to appear on the Server document.

Install Checklist

Collect the following information before installing the software. Use the space provided to record the
information, and retain this information in your Disaster Recovery binder.

1. Network host name:

Client name:

For example, green.domainname.com and green.
See Step 5 for more information.

2. Install directory
location:

The default is /opt, but you may desighate any location you want.
See Base Software Installation for more information.

3. Log files directory
location:

The default is /var/log, but you may designate any location you want.
See Base Software Installation for more information.

4. Network TCP port number for the Communications Service
(CVvD):

Network TCP port number for the Client Event Manager Service
(EvMgrQ):

See Base Software Installation for more information.
5. If the CommServe Server and the client computer communicate across a firewall:

Firewall ports:

Hosthnames and/or IP Addresses and corresponding GXxCVD port numbers of computers on the
other side of the firewall:

Keep Alive Interval
minutes:

Page 29 of 105



10.

Features - Lotus Notes Database iDataAgent

Hostname for outgoing tunnel
connections:

Tunnel Initialization Interval
seconds:

See Firewall Configuration for more information.

CommServe Name and the CommServe Host
Name:

For example, orange and orange.domainname.com.
See Base Software Installation (continued) for more information.

Job result directory
location:

The default is /opt, but you may designate any location you want.
See Base Software Installation (continued) for more information.

Storage Policy used by the default
subclient:

See Storage Policy Selection for more information.

Client Group to which this Client will be
associated:

See Client Group Selection for more information.
Partition Configuration:

Domino Home Directory:

Domino Partition Name:

Domino Data Directory:

See Configure Partitions for more information.

Before You Begin

e Log on to the client as root.

e The install package requires super-user permissions to execute.

Install Procedure

Getting Started

1.

Place the software installation disc for the Unix platform
into the disc drive.

You can also install the product using a disc drive
mounted on another computer on the network.

e On Solaris, double-click the cvpkgadd program
from the File Manager window.

e On other Unix platforms, open the Terminal window,
navigate to the software installation disc and then
enter cvpkgadd.

Page 30 of 105



Features - Lotus Notes Database iDataAgent

The product banner and other information is displayed.

Press Enter to continue.

Read the license agreement. Type y and press Enter to

continue.

This prompt is displayed only when you are installing
on AIX, HP-UX, Linux, or Solaris computers.

Press Enter to continue
NOTES

e When you install on non-clustered computer, you
must select the number associated with the option
Install on a physical machine.

If you have only one network interface, press Enter to
accept the default network interface name and
continue.

If you have multiple network interfaces, enter the
number corresponding to the network interface that
you wish to use as default, and then press Enter to
continue.

NOTES

e The interface name and IP addresses depend on the
computer in which the software is installed and may
be different from the example shown.

Verify the default network interface name.
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Certain Data Protection Suite
packages can be associated with a
virtual IP, or in other words,
installed on a "virtual machine"
belonging to some cluster. At any
given time the virtual machine's
services and IP address are active
on only one of the cluster's

serversgs. The virtual machine can
"fail-over" from one server to
another, which includes stopping

services and deactivating IP
address on the first server and
activating the IP address/services

on the other server.

You now have a choice of performing
a regular Data Protection Suite
install on the physical host or
installing Data Protection Suite on
a virtual machine for operation
within a cluster.

Most users should select "Install
on a physical machine" here.

1) Install on a physical machine
2) Install on a virtual machine
3) Exit

Your choice: [1]

Network interface with the
following IPs have been found
available on your system. One of
these interfaces should be
associated with the physical
machine being installed. It will
also be used by the CommServe to
initiate connections to the
physical machine. Note that you
will be able to additionally
customize Datapipe Interface Pairs
used for the backup data traffic
later in the Data Protection Suite
Java GUI.

Please select the correct network
interface below.

1) client (201.42.33.598)

2) hk97::489:9glg:hk8d:9490

3) client.company.com
(hr90:8842:2:78:013:8ghh:hg8k:9x54)

Interface number: [1]

Please verify the physical machine



Features - Lotus Notes Database iDataAgent

Press Enter to accept the default network interface
name and continue, or

Type the default network interface name, and then
press Enter to continue.

NOTES

e This prompt will be displayed only when you have
multiple network interfaces for the computer.

Specify the client name for the computer.

Press Enter to accept the default name and continue,
or

Enter a new client name for the computer and then
press Enter to continue.

Select Components for Installation

7.

interface name below. Make it as
complete (with fully qualified

domain name) as possible:

Physical Machine Host Name:
[angel . company.com]

Please specify the client name for
this machine. It does not have to
be the network host name: you can
enter any word here without spaces.
The only requirement is that it

must be unique on the CommServe.

Client name: [angell]

Enter the number Install Data Protection Suite on physical machine

corresponding to the client.company.com
CVGXxIDA module.

Select the Data Protection Suite module that you would

NOTES like to install

e Your screen may look 1) Media Agent

<= CVGxMA

different from the 2) FileSystem iDataAgent <= CVGxIDA

example shown. 3) Exit this menu

e Components that either Module number: [1]
have already been
installed, or which cannot
be installed, will not be
shown.

e In addition, the list of
modules that appear
depends on the specific
Unix File System in which
the package is installed.
(e.g., CVGXWA will
appear only when the
installation package is
run on a Solaris
computer.)

Press Enter to continue.

Base Software Installation

8.

Select from the following: Here is a list and status of the dependent modules:

e If this is the first package
to be installed on the Module
computer, press Enter to

1) Data Protection Suite BaseO

NOT installed

continue. 2) Data Protection Suite Base
e If this is NOT the first ~ Module NOT installed
package to be installed If there are any modules listed as NOT
on the computer, this installed/upgraded, they will be installed/upgraded
screen will not be first.

displayed. Skip to
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Storage Policy Selection.

Specify the location where
you want to install the
software.

NOTES

e The amount of free space
required depends on the
components selected for
install, and may look
different from the
example shown.

Press Enter to accept the
default path and continue,
or

Enter a path and then press
Enter to continue.

Press Enter again to
confirm the path.

Specify the location for the
log files.

NOTES

e All the modules installed
on the computer will
store the log files in this
directory.

e The amount of free space
required depends on the
components selected for
install, and may look
different from the
example shown.

Press Enter to accept the
default path and continue,
or

Enter a path and then press
Enter to continue.

Press Enter again to
confirm the path.

Indicate whether you would
like to launch processes with
inherent database access
rights.

Press Enter to assign a new
group, or

Type No and then press
Enter to continue.

Press <ENTER> to proceed

Please specify where you want us to install Data
Protection Suite binaries.

It must be a local directory and there should be at least
98MB of free space available. All files will be installed
in a "hds" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/hds".

Installation Directory: [/opt]

Data Protection Suite will be installed in /opt/hds.
Press ENTER to continue

Please specify where you want to keep Data Protection
Suite log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "hds/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/hds/Log Files".

Log Directory: [/var/logl

Data Protection Suite log files will be created
in /var/log/hds/Log Files.
Press ENTER to continue

Most of Data Protection Suite processes run with root
privileges, but some are launched by databases and
inherit database access rights. To make sure that
registry and log files can be written to by both kinds of
processes we can either make such files world-writeable
or we can grant write access only to processes belonging

to a particular group, e.g. a "hds" or a "dba" group.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you
choose not to assign a dedicated group to Data Protection
Suite processes, all temporary and configuration files
will be created with -rw-rw-rw permissions.
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12, If you indicated Yes in the
previous step, you will be
prompted for the group
name that must be used to
launch processes.

Enter the group name and
then press Enter to
continue.

Press Enter again to
continue.

13. Type a network TCP port
number for the
Communications Service
(CVD) and press Enter.

Type a network TCP port
number for the Client Event
Manager Service (EvMgrC)
and press Enter.

NOTES

e For more information
about Network TCP Ports,
see Network TCP Port
Requirements.

e For more information
about these services, see
Services.

Firewall Configuration

14. If this computer
communicates with the
CommServe, MediaAgent
and/or other clients across a
firewall, type Yes, and then
press Enter to continue.
Proceed to the next Step.

Press Enter, if you do not
wish to configure the firewall
services. Proceed to the
next section.

If you're planning to backup Oracle DB you should use
"dba" group.

Would you like to assign a specific group to Data
Protection Suite? [yes]

Please enter the name of the group which will be assigned
to all Data Protection Suite files and on behalf of which

all Data Protection Suite processes will run.

In most of the cases it's a good idea to create a
dedicated "hds" group. However, if you're planning to use
Oracle iDataAgent or SAP Agent, you should enter Oracle's
"dba" group here.

Group name: dba
REMINDER

If you are planning to install Data Protection Suite
Informix, DB2, Sybase or Lotus Notes iDataAgent, please
make sure to include Informix, DB2, etc. users into group
n dball .

Press <ENTER> to continue

Every instance of Data Protection Suite should use a
unique set of network ports to avoid interfering with
other instances running on the same machine.

The port numbers selected must be from the reserved port
number range and have not been registered by another
application on this machine.

Please enter the port numbers.

Port Number for CVD : [8400]

Port Number for EvMgrC: [8402]

Various Data Protection Suite components need to
communicate with each other: iDataAgents and MediaAgents
establish connections to CommServe and talk to each other
as well. If any of the involved parties are situated on
the opposite sides of a firewall, Data Protection Suite
should be made aware of it so that it could bind its
pipeline sockets to open ports and could establish
tunnels for control traffic.

You must configure Data Protection Suite firewall
services if there are other Data Protection Suite
machines, which are expected to communicate with this
one.

Do you want to configure Data Protection Suite firewall
services? [no]
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Enter the port range(s), and
then press Enter to
continue.

NOTES

e Specify the range of
ports that must be used
for communication
between the Client and
CommServe and/or
MediaAgent computers.
For more information on
the port requirements,
see Port Requirements
for Two-way Firewall or
Port Requirements for
One-way Firewall, as
applicable.

Enter the number
corresponding to the option
you wish to perform.

NOTES

e If you choose option 1,
refer the previous step.

e If you choose option 3,
proceed to the next step.

Enter the host name(s) of
the computers that will need
to be contacted through a
firewall, and then press
Enter to continue.

Choose the option
associated with type of
firewall configuration based
on the firewall setup in your
environment.

NOTES

e Choose Two-way
(symmetrical) firewall
if you can open certain
ports as bi-directional
ports.

e Choose One-way

Data Protection Suite needs to know which TCP ports of
this machine are available for connections initiated by
machines on the other side of the firewall.

If this machine is not reachable from the other side of
the firewall at all (because the FW is one-way and allows
only outgoing connections), enter any unused port number
here (e.g. 8600).

Otherwise please consult your FW configuration for the
list of open incoming ports and enter all of them here
(with the exception of port 8400) .

Currently there are no ports configured. Please enter a
single port number or a port range (like 8600-8620) to be
added to the FW configuration:

Port range: [8600-8620]

What would you like to do:
1) Add another open port or a range of ports
2) Delete an existing port or a range of ports
3) Continue with the firewalled host setup

Your choice: [3]

We need to know which Data Protection Suite hosts are
located on the other side of the firewall, and whether
the firewall will allow direct or reverse connections

to/from those hosts.

You can specify hosts by either entering their names, IP
addresses or name/IP wildcards. The wildcards are
available only if the firewall is symmetrical, i.e.
allows to open connections to certain ports both ways.

Currently there are no firewall hosts configured.

Please enter the name or IP address of a host on the
other side of the firewall. If the firewall is
symmetrical, you are allowed to use wildcards, i.e.
things like 192.168.* or *.firewall.company.com:

Firewalled Host: lavender.company.com

Please specify the type of the firewall separating this
machine from 172.19.61.89.

1) Two-way (symmetrical) firewall

2) One-way firewall, 172.19.61.89 is reachable from
here

3) One-way firewall, this machine is reachable from
172.19.61.89

Your choice: [1]
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firewall; <port> is
reachable from here if
this computer
communicates with

MediaAgent/Client on the

other side of the firewall.

e Choose One-way
firewall; this machine
is reachable from
<port> when the
CommServe and any
Clients/MediaAgents)
communicates with this
computer.

Enter the number
corresponding to the option
you wish to perform.

NOTES

e If you choose option 1,
refer the previous two
steps.

e If you choose option 3,

proceed to the next step.

If desired, modify the Keep
Alive interval, and then
press Enter to continue, or
Press Enter to accept the
default.

To configure advanced
firewall settings, type Yes,
and then press Enter.
Proceed to the next Step.

If you do not want to
configure advanced firewall
settings, type No, and then
press Enter. Proceed to the
next section.

To bind the local end of
tunnel connections to a
specified interface, type
Yes, and then press Enter.
Proceed to the next Step.

If you do not want to bind
the local end of tunnel
connections to a specified

What would you like to do:
1) Configure another host
2) Delete an existing host
3) Continue with the firewall keep-alive setup

Your choice: [3] 1

Please specify Keep Alive interval for Data Protection
Suite firewall services.

Many firewalls disconnect idle Network connections after
some period of time. Some of the Data Protection Suite
Services need continuous connections. Data Protection
Suite keeps such connections active by sending periodic
"keep-alive" packets.

Consult your firewall documentation, or contact your
Network Administrator, for the exact value after which
idle connections will be closed (snip time). Then enter a
value, which is at least one minute less than the snip
time.

Keep-alive interval, minutes [5]

The Generic part of the Data Protection Suite Firewall
Config has been completed successfully. There are some
additional advanced settings that you may want to review
now. All of them can be customized later by editing

the .properties file

under /etc/CommVaultRegistry/Galaxy/Instance003/Firewall.

Would you like to review the advanced settings now? [no]

Normally Data Protection Suite Firewall code doesn't bind
local end of TCP/IP sockets when establishing outgoing
tunnel connections relying on the 0OS to pick correct
interface and arbitrary port automatically. Usually this
doesn't cause connectivity problems because we require
that the firewall must allow connections for as long as
lmeither source or destination socket end is bound to one

of the ports in the open range.
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interface, type No, and then
press Enter. Skip the next
Step.

Sometimes, however, on hosts with several NICs it's
important to force the 0S to bind the local socket end to
a specific network interface. There is a Data Protection
Suite setting called 1mnBIND BEFORE CONNECT IFACEm, which
enables this behavior. If present, Data Protection Suite
will bind the local end of tunnel connections to the

specified interface.

Would you like to configure nBIND BEFORE CONNECT IFACE?
[no]

Type a number Please select network interface that should be used for
corresponding to one of the 2all outgoing tunnel connections:

listed network interfaces, to
use for outgoing tunnel
connections through the Interface number: [1]
firewall.

1) <ip_ address>

Press Enter to continue.

If desired, modify the When tunnel to a destination machine cannot be

Tunnel Initialization interval established because the machine is down or is not

by typing a number. accepting connections, Data Protection Suite will retry
the connection after some time. Tunnels piercing one-way

Press Enter to continue. firewalls are 1ImPERSISTENTm meaning that Data Protection

Suite will keep on trying to initialize them until
success. These attempts can generate a lot of network
traffic if a central machine (e.g. CommServe) suddenly
goes down.

Here you can adjust the interval (called
ImnTUNNEL INIT INTERVALm in registry) between tunnel init
attempts.

Tunnel Init Interval, seconds, [5]

Base Software Installation (continued)

25.

26.

Type the name of the Please enter the hostname of the Data Protection Suite
CommServe computer and CommServe. It can be either short or long; the only
press Enter to continue. requirement igs that it must be resolvable by the name

services configured on this machine.
NOTES

CommServe Name:
e Ensure that the

CommServe is accessible
before typing the name;
otherwise the installation
will fail.

e If you enter a short name
which resolves to the
same IP address as the
fully qualified
CommServe name, you
will be asked if you would
prefer to use the fully
qualified name.

Enter the username and Enter your CommCell user name and password:
password information for
an external domain user

account or a CommcCell user password

User Name
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account. This authorizes the
installation of an agent on
the CommCell.

NOTES

Press <ENTER> to continue

e This is only displayed
when the
Authentication for
Agent feature is enabled
in the CommcCell
Properties. Users must
belong to a User Group
with Agent Management
capabilities to enable this
feature. For more
information, see
Authentication for Agent
Installs.

Click Enter to continue.
27. Specify the location of the Please specify the name for the JobResults directory.

job results directory.
] Y It must be a local directory and there should be at least

NOTES 20MB of free space available. It will be used to store
intermediate data that should be passed from one backup
e All the agent modules phase to another.
installed on the computer
uses the job results JobResults Directory: [/testl]

directory to store the
backup and restore job
results.

e The amount of free space
required depends on the
components selected for
install, and may look
different from the
example shown.

Press Enter to accept the
default path and continue,
or

Enter a path and then press
Enter to continue.

Storage Policy Selection

28. Enter the number Please select one storage policy for this IDA from the
corresponding to the storage list below:
policy through which you
want to back up the File
System iDataAgent and then
press Enter to continue.

NOTES

SP_StandAlonelibrary2 2
SP_Library3_ 3
SP_MagLibrary4 4
fornax_ fornax HWCmp
ranger ranger HWCmp
fornax_ fornax ClntCmp
fornax_ fornax MACmp
fornax_ fornax NoCmp

e A storage policy directs
backup data to a media
library. Each library has a
default storage policy.

e When you install an

0 JO0 Ul WDN B

Storage Policy: [3]
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Agent, the install
program creates a
default subclient for most
Agents.

e If desired, you can
change your storage
policy selection at any
time after you have
installed the client
software.

e If this screen appears
more than once, it is
because you have
selected multiple agents
for installation and are
configuring storage policy
association for each of
the installed agents.

e The storage policy(ies)
displayed on your screen
may look different from
the example shown.

Enable Global Filters

29. Type the appropriate Commcell Level Global Filters are set through Data
number for configuring Protection Suite GUI's Control Panel in order to filter
Global Filters for the default ©ut certain directories or files from backup Commcell-
subclient and press Enter to widely. If you turn on the Global filters, they will be

effective to the default subclient. There are three

continue. ; '
options you can choose to set the filters.
NOTES
1) Use Cell level policy
o Select Use Cell level 2) Always use Global filters
Policy to inherit the 3) Do not use Global filters

global filter policy
configuration set for the
CommcCell, i.e., if the
Use Global Filters on
All Subclients option is
selected in the Global
Filters dialog box (from
the CommCell Console’s
Control Panel), then this
policy will be applied to
the default subclient as
well. If is not selected,
then the global filters will
not be applied to the
default subclient.

Please select how to set the Global Filters for the
default subclient? [1]

e Select Always use
Global filters to always
apply the global filters
policy to the default
subclient regardless of
the policy set for the
CommpcCaell.

e Select Do not use
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Global filters to
disregard applying the
global filters to the
default subclient
regardless of the policy
set for the CommcCell.

Client Group Selection

30. Type the number of a Client

Group and press Enter.

A confirmation screen will
mark your choice with an
"X". Type the number for
Done with the Selection,
and press Enter to
continue.

NOTES

e This screen will be
displayed only if Client
Groups are configured for
the CommcCell. For more
information, see Client
Computer Groups.

Configure Partitions

31.

32.

33.

34.

The home directory reflects
the directory in which the
Lotus Notes software is
installed. Type the name of
home directory for the
partition and then press
Enter to continue.

The partition name reflects
the name of the computer
on which the software is
installed. Type the name of
the partition and then press
Enter to continue.

NOTES

e All partitions selected in
this step are configured
to use the storage policy
selected in Storage Policy
Selection.

The data directory reflects
the directory in which all
databases reside. Type the
name of the data directory
for the partition and then
press Enter to continue.

Review the information
listed on the verification

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want
to add this client client.company.com to. The selected
group(s) will be marked (X) and can be deselected if you
enter the same number again. After you are finished with

the selection, select "Done with the Selection".
1) Unix

2) DR

3) DKS

4) Done with the selection

Please enter a number to select/deselect:

(1]

Please enter Domino Home Directory.

Notes Home Directory:

Please enter Domino Partition Name.

Domino Partition Name:

Please enter Domino Data Directory.

Domino Data Directory:

You have entered all the required information for this
partition.
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screen and then press Enter Please

to continue.

To change partition
information, type no and
press Enter. The system
returns you to Configure
Partitions to enter the
partition name again.

35. The system asks if you
would like to configure

another partition.

If you don't want to
configure another partition,
press Enter; otherwise type
yes and press Enter to
return to Configure
Partitions and configure
another partition.

36. The install program now
starts copying the software
to the computer. The
progress of the operation is

displayed.

Setup Complete

37. Press Enter to continue.
NOTES

e Schedules help ensure
that the data protection
operations for the Agent
are automatically
performed on a regular
basis without user
intervention. For more
information, see
Scheduling.

38. Enter Yes to download and
install the latest service
packs and post packs from
the software provider.

NOTES

review it now, and answer "yes", 1f it is correct:

Domino Partition Name........ your entry here

Domino Data Directory.. ...... your entry here
Domino Version................ <versgsion numbers>
Domino UsSer.......uuueeuunennn. <user name>

Domino Home Directory......... your entry here

Is this correct? [yes]

Configured 1 partition(s) of Notes so far.

Would you like to configure another partition? [no]

Successfully installed <package name>.

Press ENTER to continue

IMPORTANT:

In addition to installing Data Protection Suite on this
computer, you will also need to create a Job Schedule for
each iDataAgent that has been installed on this client
computer.

Job Schedules are required to allow the Data Protection
Suite iDataAgents to perform automated backup and restore
operations.

Job Schedule creation can be accomplished through the
Data Protection Suite CommCell Console administration
interface.

Successfully installed CVGxXIDA.
Press ENTER to continue

Download and Install Latest Service Pack

If you choose to download the latest service pack from
the software provider website now, please make sure you
have internet connectivity at this time. This process may
take some time depending on the internet connectivity.
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e Internet connectivity is Do you want to download the latest service pack now ?
required to download [no]
updates.

. . . Press <ENTER> to continue
e This step is applicable for

multi instancing.

Press Enter to continue.

Proxy FileSystem iDataAgent <= CVGxProxyIDA
Oracle iDataAgent <= CVGxOrIDA
DB2 iDataAgent <= CVGxDB2

Exit this menu

If this module was the last
possible module to install,
you are automatically exited
from the program.

B W N R

Otherwise, type the number Module number: [1]
for the Exit option and then

press Enter. Your screen

may appear different from

the example shown.

The installation is now
complete.

Post-Install Considerations

General

Install post-release updates or Service Packs that may have been released after the release of the
software. If you are installing a Service Pack, verify and ensure that it is the same version as the one
installed in the CommServe Server. Alternatively, you can enable Automatic Updates for quick and
easy installation of updates in the CommCell component.

After installing the Agent, you may want to configure the Agent before running a data protection
operation. The following list includes some of the most common features that can be configured:

O Configure your subclients - see Subclients for more information.

O Schedule your data protection operations - see Scheduling for more information.
O Configure Alerts - See Alerts and Monitoring for more information.

O Schedule Reports - See Reports for more information.

The software provides many more features that you will find useful. See the Index for a complete list of
supported features.

Agent Specific

Before you back up data with the Notes Document iDataAgent, create a Restore View Name for each
partition configured as described in Add a Restore View Name.

If you did not install all the partitions with your initial install, remember to add the needed partitions
to the iDataAgent afterward. To add a new partition to the iDataAgent, see either Add a Lotus
Domino Server Partition on Windows or Add a Lotus Notes Database Partition on Unix for more
detail.

Schedule appropriate backups for the default and transaction log subclients based upon server
activity and business requirements:

O For default and user-defined subclients schedule incrementals based upon how often new
databases are added to the Domino server.

O For the transaction log subclient, create schedules based upon the volume of data that is changed
or added. For more information on transaction logging, see Domino Server Transaction Logs.

For the AIX, FreeBSD, HP-UX, IRIX, Linux, Solaris, and Tru64 File System iDataAgents, a registry
key is available to allow you to define where core files will be generated in the unlikely event of an
application process crash. Generating core files in filesystems other than root will help maintain
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system integrity. Refer to dCOREDIR for information about implementing this registry key.

Disaster Recovery Considerations

e Before you use your agent, be sure to review and understand the associated full system restore (or
disaster recovery) procedure. The procedure for some agents may require that you plan specific
actions or consider certain items before an emergency occurs. See Disaster Recovery for more

information regarding your agent.
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Backup - Lotus Domino Server
Topics | How To | Related Topics

Overview
Supported Backup Types
Lotus Notes Database Backups

e Subclient Backup Jobs
e Partition Backup Jobs

Lotus Notes Document Backup Jobs

e Subclient Backup Jobs
e Backup Set Backup Jobs

Backup Considerations

Advanced Backup Options

Overview
Plan your backup jobs for this agent by reviewing the following information:

e For an overview of backup jobs, see Backup Data.
e For a list of supported data types for this agent, see Supported Data Types.
e For information on subclients, see Subclients
O For information on configuring subclients for this agent, see Subclients - Lotus Notes.

O For information on excluding data via subclients, see Excluding Data from Data Protection
Operations.

Supported Backup Types
The Lotus Notes Database iDataAgent supports the following backup types:

e Full Backups
e Incremental Backups - Lotus Notes

The Lotus Notes Document iDataAgent supports the following backup types:

e Full Backups

e Incremental Backups - Lotus Notes
e Differential Backups

e Synthetic Full Backups

Lotus Notes Database Backups

This agent has the following unique functionality. The Lotus Notes Database iDataAgent backs up very
specific sets of data depending upon what type of operation you choose. Review the following to
understand exactly what will be backed up when you perform a backup job at the indicated level:

e Subclient Backup Jobs
e Partition Backup Jobs
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Subclient Backup Jobs

The job that is performed when you select a full or incremental backup depends on the type of subclient
that you are backing up:

Default subclient

When you perform a full backup job for the default subclient, the system performs a discover on the
partition and executes a full backup of:

e all the databases that are already configured within the subclient.

e unconfigured databases within the partition (discovered).

When an incremental backup job is performed for the default subclient, the system performs a discover
of the partition, and executes a backup of:

unconfigured databases (discovered).

any databases manually added since the last backup.

any previously backed up databases where the DBIID has changed since the last backup.
non-logged databases that have been modified since the last backup.

Transaction log subclient

To use the transaction log subclient you must have Domino Server
configured in archive logging style.

The Lotus Notes iDataAgent creates a transaction log subclient that handles backing up transaction logs
for all databases within the partition. You can only perform incremental backup jobs for a transaction log
subclient. When you perform an incremental backup, the system backs up all full log extents. For Domino
Server versions 5.0.4 and above, the active log extent is backed up as well.

User-defined subclients
When a full backup job is performed for a user-defined subclient, the system executes a full backup of:
e that subclient's databases.

When an incremental backup job is performed for a user-defined subclient, any database that was not
part of this subclient on the last backup (incremental or full) will get backed up:

e any databases manually added since the last backup.

e any previously backed up databases where the DBIID has changed since the last backup.

e non-logged databases that have been modified since the last backup.

Partition Backup Jobs
When a full backup job is performed at the partition level, the following actions take place:
e New databases that are not yet configured for Backup are added to the default subclient.

e All databases that are already part of this partition are backed up.

After a full backup, each subclient in the partition will be represented in
the Backup History. Full backups backup databases. Full backups do not
backup the transaction log subclient.

When an incremental backup job is performed for a partition, the following actions take place:

e New databases that are not yet configured for Backup are added to the default subclient.
e Any database that was not part of the partition on the last backup (incremental or full) is backed up.

e Any previously backed up databases where the DBIID has changed since the last backup are backed
up.
e Non-logged databases that have been modified since the last backup are backed up.
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Lotus Notes Document Backup Jobs

This agent has the following unique functionality. The Lotus Notes Document iDataAgent backs up very
specific sets of data depending upon what type of operation you choose. Review the following to
understand exactly what will be backed up when you perform a backup job at the indicated level:

e Subclient Backup Jobs
e Backup set Backup Jobs
Subclient Backup Jobs

The jobs that are performed when you select a full, incremental, differential or synthetic full backup
depend on the type of subclient that you are backing up:

Default subclients
When you perform a full backup job for the default subclient, the following takes place:

e The software performs a discover on the partition and executes a full backup of any new databases.
e The software performs a full backup of the databases that already exist within the subclient.

When you perform an incremental backup job for the default subclient, the following takes place:

e The software performs a discover of the partition, and executes a full backup of any new databases.

e The software performs a full backup for any databases that were manually added since the last
backup.

e The software performs a backup for any new or changed documents of previously backed up
databases of the subclient.
When you perform a differential backup job for the default subclient, the following takes place:

e The software performs a discover of the partition, and executes a full backup of any new databases.

e The software performs a full backup for any databases that were manually added since the last
backup.

e The software performs a backup for any new or changed documents of existing databases since the
last full backup.

When you perform a synthetic full backup job for the default subclient, the following takes place:

e The software creates a full image of the data in the subclient by overlaying existing incremental
and/or differential backups onto the latest full backup.

e No new databases are discovered or added to the backup.

User-defined subclients

When you perform a full backup job for a user-defined subclient, the following takes place:

e The software executes a full backup of its databases.

When you perform an incremental backup job for a user-defined subclient, the following takes place:

e Any new or changed documents of existing databases that were not part of this subclient on the last
backup are backed up.

e The software performs a full backup for any databases that were manually added since the last
backup.

When you perform a differential backup job for a user-defined subclient, the following takes place:

e Any new or changed documents of the existing databases that were not part of this subclient on the
last full backup are backed up.

e The software performs a full backup for any databases that were manually added since the last
backup.
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When you perform a synthetic full backup job for the default subclient, the following takes place:

e The software creates a full image of the data in the subclient by overlaying existing incremental and/or
differential backups onto the latest full backup.

e No new databases are discovered or added to the backup.

Backup Set Backup Jobs

Using a Backup Set backup job is an efficient means to run a specified backup type in one operation on
all the subclients of the backup set.

When a full backup job is performed for a backup set, the following actions take place:

e New databases that are not yet configured for Backup are added to the default subclient.
e All databases that are part of this backup set are backed up.

When an incremental backup job is performed for a backup set, the following actions take place:

e New databases that are not yet configured for Backup are added to the default subclient.
e Any database that was not part of this backup set on the last backup will get backed up.

When a differential backup job is performed for a backup set, the following actions take place:

e New databases that are not yet configured for Backup are added to the default subclient.
e Any database that was not part of this backup set on the last full backup will get backed up.

When a synthetic full backup job is performed for a backup set, the following actions take place:

e The software creates a full image of the data in the backup set by overlaying existing incremental
and/or differential backups onto the latest full backup.

e No new databases are discovered or added to the backup.

Backup Considerations
Before performing any backup procedures for this agent, review the following information:

Best Practices for Domino Attachment and Object Service (DAOS) Backups
Consider the following when performing backups of Domino servers utilizing DAOS:

e If deferred deletion is configured, the interval time should be set to a period longer than the period
between backups. For example, if backups are performed once every two weeks, the deferred deletion
interval should be set to 15 days or longer. This setting can be specified in the server document's
Defer deletion of DAOS objects in n days option.

e The following files are not backed up by the Lotus Notes iDataAgents; however, they can be backed up
by the File System iDataAgent:

O DAOS.CFG
O all NLO files

e DAOS links are not preserved during Lotus Notes Document iDataAgent restores. To reintroduce these
links, the following compact operation must be performed:

load compact -C -daos on test.nsf

Best Practices for Transaction Logging
e Keep the transaction log on a separate partition or drive.

e Use the largest log drive possible or at least 4 to 5 times larger than your observed daily usage to
safeguard against media contention situations.

e Make sure the speed of logs being archived is faster than that of new logs being created.
Otherwise, the total log size will increase over time.

e Enable transaction logging in ARCHIVE mode for Notes Database database-level backups.
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Although the Lotus Notes Database iDataAgent allows you to install, backup and restore when the
transaction logging setting for Domino server is ARCHIVE , CIRCULAR, DISABLED or (LINEAR, R6
only), it is highly recommended that you make use of transaction logging in ARCHIVE mode for Notes
Database level backups. Transaction logging in ARCHIVE mode provides for the best possibilities for
data recovery over ALL other modes.

Be aware that when not using ARCHIVE mode:

O The backup data size of incremental backups could be close to full backups, and point-in-time
restore is not always possible, and

O When CIRCULAR (LINEAR in R6) logging is used, transaction log backups are not possible, and
point-in-time restore is possible only if logs are not overwritten.

Back to Top

Backup - Lotus Domino Server - How To
Topics | How To | Related Topics

Start a Backup

Start a Synthetic Full Backup

Schedule Backups

Start a Backup in the Suspended State

Start a Backup on New Media

Start a Backup that Marks Media Full on Completion

Start a Backup with a Set Job Priority

Start a Backup with Vault Tracking enabled

Start a Backup

Before You Begin

You can perform the following types of backup operations: Full, Incremental, Differential or
Synthetic Full.

O Read Full Backups before performing a Full Backup.

O Read Incremental Backups before performing a Incremental Backup.

O Read Differential Backups before performing a Differential Backup.

O Read Synthetic Full Backups before performing a Synthetic Full Backup.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job:

1.

From the CommcCell Browser, expand Client Computers by double-clicking Client Computers |
iDA File System | defaultBackupSet. The default and other subclients (if available) are displayed
on the right-hand windowpane.

To back up the default subclient, right-click the subclient, and click Backup.

From the Backup Options dialog box, select Run Immediately.
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4. Select Full, Incremental, Differential or Synthetic Full backup.

In certain circumstances a non-full backup may automatically be converted to a full backup. For a
listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

Click OK. You can track the progress of the backup job from the Job Controller window. If you are
using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If you are
using a library, you will not receive this prompt. The system loads the tapes automatically. Your
cartridges should be appropriately labeled. This will enable you to locate the correct cartridge for a
restore job, if necessary.

When the backup has completed, the Job Controller displays Completed.

After running a backup, you may want to verify the backup data. You can do this by viewing the
Backup History. For more information, see Backup Job History.

e You can also run backups of the following:

O For a user-defined backup set or instance, right-click the backup set
you want to back up, click All Tasks, and click Backup All
Subclients.

O For the Lotus Notes Document iDataAgent, to back up a partition,
right-click the partition you want to back up, click All Tasks, and
click Backup Default Backup Set.

For the Lotus Notes Database iDataAgent, to back up a partition,
right-click the partition you want to back up, click All Tasks, and
click Backup All Subclients.

O For Agents that do not have backup set or instance levels, to back
up all subclients, right-click the agent icon, click All Tasks, and click
Backup All Subclients.

m If you chose a level higher than subclient (i.e., backup set, etc.),
you are prompted to confirm that you want to back up all the
subclients below that level/node. Click Yes.

m Starting a data protection operation on a backup set, instance or
agent level causes the system to start individual data protection
operations for each subclient contained therein. If the subclients
are associated with the same storage policy, then their operations
will run sequentially unless that storage policy is configured to
accommodate multiple data streams.

Start a Synthetic Full Backup

Before You Begin

e Read Synthetic Full Backups before performing a Synthetic Full Backup.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job:

1.

From the CommCell Browser, expand Client Computers by double-clicking Client Computers |
iDA File System | defaultBackupSet. The default and other subclients (if available) are displayed
on the right-hand windowpane.

To back up the default subclient, right-click the subclient, and click Backup.
From the Backup Options dialog box, select Run Immediately.

Select Synthetic Full backup.
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Running an incremental backup immediately before the synthetic full ensures that any new or
recently changed data is included in the synthetic full. Running an incremental backup immediately
after the synthetic full ensures that any new or recently changed data since the backup that
occurred prior to the synthetic full, but was not included in the synthetic full, is backed up by the
incremental. Remember, a synthetic full consolidates data; it does not actually back up data from
the client computer.

Click OK. You can track the progress of the backup job from the Job Controller window. If you are
using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If you are
using a library, you will not receive this prompt. The system loads the tapes automatically. Your
cartridges should be appropriately labeled. This will enable you to locate the correct cartridge for a
restore job, if necessary.

When the backup has completed, the Job Controller displays Completed.

After running a backup, you may want to verify the backup data. You can do this by viewing the
Backup History. For more information, see Backup Job History.

You can also run synthetic full backups of the following:

e For a user-defined backup set or instance, right-click the backup set
you want to back up, click All Tasks, and click Backup All Subclients.

e For the Lotus Notes Document ;DataAgent, to back up a partition, right-
click the partition you want to back up, click All Tasks, and click
Backup Default Backup Set.

For the Lotus Notes Database iDataAgent, to back up a partition, right-
click the partition you want to back up, click All Tasks, and click
Backup All Subclients.

e For Agents that do not have backup set or instance levels, to back up
all subclients, right-click the agent icon, click All Tasks, and click
Backup All Subclients.

O If you chose a level higher than subclient (i.e., backup set, etc.), you
are prompted to confirm that you want to back up all the subclients
below that level/node. Click Yes.

O Starting a data protection operation on a backup set, instance or
agent level causes the system to start individual data protection
operations for each subclient contained therein. If the subclients are
associated with the same storage policy, then their operations will
run sequentially unless that storage policy is configured to
accommodate multiple data streams.

Schedule Backups

You can schedule backups to occur with the following procedure. You will be prompted to create a
schedule for the data protection operation after selecting your data protection options.

Before You Begin

e All Agents

O Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to
secure all of the data for the agent. Note this does not apply to archive operations.

Required Capability: See Capabilities and Permitted Actions

= To schedule a backup operation:

From the CommCell Browser, select one of the following:
O To back up a subclient, right-click the subclient and click Backup.
O To back up a backup set or instance, right-click the backup set or instance, click All Tasks, and
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click Backup All Subclients.

O To back up the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For the Lotus Notes Document iDataAgent, to back up a partition, right-click the partition you
want to back up, click All Tasks, and click Backup Default Backup Set.
For the Lotus Notes Database iDataAgent, to back up a partition, right-click the partition you
want to back up, click All Tasks, and click Backup All Subclients.

O For Agents that do not have backup set or instance levels, to back up all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select the type of backup that you want to initiate. In certain
circumstances a non-full backup may automatically be converted to a full backup. For a listing of
these circumstances, see When a Non-Full Backup is Automatically Converted to a Full Backup.

Click Schedule. Click OK to continue.

From the Schedule Details (Schedule Details) dialog box, create a schedule for this operation. For
step-by-step instructions, see Create a Job Schedule. Click OK to continue.

Your backup operation will execute according to the specified schedule.

Starting a data protection operation on a backup set, instance or agent
level causes the system to start individual data protection operations for
each subclient contained therein. If the subclients are associated with the
same storage policy, then their operations will run sequentially unless that
storage policy is configured to accommodate multiple data streams.

Start a Backup in the Suspended State

Use the following procedure to start a backup in the suspended state.

Before You Begin

e Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to

secure all of the data for the agent. Note this does not apply to archive operations.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job with advanced backup options:

1.

From the CommCell Browser, select one of the following:
O To backup a subclient, right-click the subclient to want to backup and click Backup.

O To backup a user-defined backup set or instance, right-click the backup set you want to backup,
click All Tasks, and click Backup All Subclients.

O To backup the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For Lotus Notes iDataAgent, to backup a partition, right-click the partition you want to backup,
click All Tasks, and click Backup Default Backup Set.

O For Agents that do not have backup set or instance levels, to backup all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select Run Immediately.

Select the type of backup that you want to initiate.
In certain circumstances a non-full backup may automatically be converted to a full backup. For a
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listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

Click the Advanced button to open the Advanced Backup Options dialog box.

Click on the Advanced Backup Options (Startup) tab, and select Startup in suspended state and
click OK.

From the Backup Options dialog box, click OK. You can track the progress of the backup job from
the Job Controller window.

If you are using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If
you are using a library, you will not receive this prompt. The system loads the tapes automatically.

Your cartridges should be appropriately labeled. This will enable you to
locate the correct cartridge for a restore job, if necessary.

When the backup has completed, Job Controller displays Completed.

Starting a data protection operation on a backup set, instance or agent
level causes the system to start individual data protection operations for
each subclient contained therein. If the subclients are associated with the
same storage policy, then their operations will run sequentially unless that
storage policy is configured to accommodate multiple data streams.

Start a Backup on New Media

Use the following procedure to start a backup on new media.

Before You Begin

e Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to

secure all of the data for the agent. Note this does not apply to archive operations.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job with advanced backup options:

1.

From the CommcCell Browser, select one of the following:
O To backup a subclient, right-click the subclient to want to backup and click Backup.

O To backup a user-defined backup set or instance, right-click the backup set you want to backup,
click All Tasks, and click Backup All Subclients.

O To backup the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For Lotus Notes iDataAgent, to backup a partition, right-click the partition you want to backup,
click All Tasks, and click Backup Default Backup Set.

O For Agents that do not have backup set or instance levels, to backup all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select Run Immediately.

Select the type of backup that you want to initiate.

In certain circumstances a non-full backup may automatically be converted to a full backup. For a
listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

Click the Advanced button to open the Advanced Backup Options dialog box.
Click on the Advanced Backup Options (Media) tab, and select Start new media and click OK.
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If you would like jobs with other Job IDs to use this new media, also select the Allow other
schedule to use media set option.

From the Backup Options dialog box, click OK. You can track the progress of the backup job from
the Job Controller window.

If you are using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If
you are using a library, you will not receive this prompt. The system loads the tapes automatically.

Your cartridges should be appropriately labeled. This will enable you to
locate the correct cartridge for a restore job, if necessary.

9. When the backup has completed, Job Controller displays Completed.

Starting a data protection operation on a backup set, instance or agent
level causes the system to start individual data protection operations for
each subclient contained therein. If the subclients are associated with the
same storage policy, then their operations will run sequentially unless that
storage policy is configured to accommodate multiple data streams.

Start a Backup that Marks Media Full on Completion

Use the following procedure to start a backup that marks media full on completion.

Before You Begin

e Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to

secure all of the data for the agent. Note this does not apply to archive operations.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job with advanced backup options:

1.

From the CommCell Browser, select one of the following:
O To backup a subclient, right-click the subclient to want to backup and click Backup.

O To backup a user-defined backup set or instance, right-click the backup set you want to backup,
click All Tasks, and click Backup All Subclients.

O To backup the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For Lotus Notes iDataAgent, to backup a partition, right-click the partition you want to backup,
click All Tasks, and click Backup Default Backup Set.

O For Agents that do not have backup set or instance levels, to backup all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select Run Immediately.

Select the type of backup that you want to initiate.

In certain circumstances a non-full backup may automatically be converted to a full backup. For a
listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

Click the Advanced button to open the Advanced Backup Options dialog box.

Click on the Advanced Backup Options (Media) tab, and select Mark media full after successful
operation and click OK.

From the Backup Options dialog box, click OK. You can track the progress of the backup job from
the Job Controller window.
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If you are using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If
you are using a library, you will not receive this prompt. The system loads the tapes automatically.

Your cartridges should be appropriately labeled. This will enable you to
locate the correct cartridge for a restore job, if necessary.

9. When the backup has completed, Job Controller displays Completed.

Starting a data protection operation on a backup set, instance or agent
level causes the system to start individual data protection operations for
each subclient contained therein. If the subclients are associated with the
same storage policy, then their operations will run sequentially unless that
storage policy is configured to accommodate multiple data streams.

Start a Backup with a Set Job Priority

This option allows you to manually set a job priority. This is useful if you have jobs that are very
important and must complete, and/or jobs that can be moved to a lower priority. For more information,
see Job Priorities and Priority Precedence.

Before You Begin

e Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to

secure all of the data for the agent. Note this does not apply to archive operations.

Required Capability: See Capabilities and Permitted Actions

= To start an immediate backup job with advanced backup options:

1.

From the CommcCell Browser, select one of the following:
O To backup a subclient, right-click the subclient to want to backup and click Backup.

O To backup a user-defined backup set or instance, right-click the backup set you want to backup,
click All Tasks, and click Backup All Subclients.

O To backup the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For Lotus Notes iDataAgent, to backup a partition, right-click the partition you want to backup,
click All Tasks, and click Backup Default Backup Set.

O For Agents that do not have backup set or instance levels, to backup all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select Run Immediately.

Select the type of backup that you want to initiate.

In certain circumstances a non-full backup may automatically be converted to a full backup. For a
listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

Click the Advanced button to open the Advanced Backup Options dialog box.

Click on the Advanced Backup Options (Startup) tab, and select Change Priority and then enter a
value. Click OK to continue.

From the Backup Options dialog box, click OK. You can track the progress of the backup job from
the Job Controller window.

If you are using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If
you are using a library, you will not receive this prompt. The system loads the tapes automatically.
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Your cartridges should be appropriately labeled. This will enable you to
locate the correct cartridge for a restore job, if necessary.

9. When the backup has completed, Job Controller displays Completed.

Starting a data protection operation on a backup set, instance or agent
level causes the system to start individual data protection operations for
each subclient contained therein. If the subclients are associated with the
same storage policy, then their operations will run sequentially unless that
storage policy is configured to accommodate multiple data streams.

Start a Backup with Vault Tracking enabled
Use the following procedure to start a backup with Vault Tracking enabled.
For additional information, see the following:

e VaultTracker
e VaultTracker Enterprise

Before You Begin

e Be sure all of the subclients are backed up, or scheduled to be backed up as needed, in order to
secure all of the data for the agent.

Required Capability: See Capabilities and Permitted Actions
= To start an immediate backup job with advanced backup options:

1. select one of the following:
O To backup a subclient, right-click the subclient to want to backup and click Backup.

O To backup a user-defined backup set or instance, right-click the backup set you want to backup,
click All Tasks, and click Backup All Subclients.

O To backup the default backup set, right-click the agent or instance node, click All Tasks, and
click Backup Default Backup Set.

O For Lotus Notes iDataAgent, to backup a partition, right-click the partition you want to backup,
click All Tasks, and click Backup Default Backup Set.

O For Agents that do not have backup set or instance levels, to backup all subclients, right-click the
agent icon, click All Tasks, and click Backup All Subclients.

2. If you chose a level higher than subclient (i.e., backup set, etc.), you are prompted to confirm that
you want to back up all the subclients below that level/node. Click Yes.

From the Backup Options dialog box, select Run Immediately.

4. Select the type of backup that you want to initiate.
In certain circumstances a non-full backup may automatically be converted to a full backup. For a
listing of these circumstances, see When a Non-Full Backup is Automatically Converted to a Full
Backup.

5. Click the Advanced button to open the Advanced Backup Options dialog box.

6. Click on the Vault Tracking tab, and select the vault tracking options you want to use and click
OK.

7. From the Backup Options dialog box, click OK. You can track the progress of the backup job from
the Job Controller window.

8. If you are using a stand-alone drive, you are prompted to load a specific cartridge into the drive. If
you are using a library, you will not receive this prompt. The system loads the tapes automatically.
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Your cartridges should be appropriately labeled. This will enable you to
locate the correct cartridge for a restore job, if necessary.

9. When the backup has completed, Job Controller displays Completed.

Back To Top
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Restore Data - Lotus Notes/Domino Server

Topics | How To | Full System Restore | Related Topics

Overview
Restore Considerations for this Agent
Restore Destinations

e In-Place Restore

e Out-of-Place Restore

e Restore to Network Drive/NFS-Mounted File System
e Cross-Platform/Application Restores

Overview

The following page describes the agent-specific restore options. Additional restore options are accessible
from the Related Topics menu.

The Lotus Domino Server iDataAgents supports the following restore operations:

e Lotus Notes Database iDataAgent supports both the database and the database plus transaction
log restore operations. In addition the following restore options are also provided:
O Option to unconditionally overwrite the database

O Options to automatically change the database instance ID (DBIID), or change database instance ID
if necessary

O Change database replica ID
O Do Not Replay Transaction logs
e Lotus Notes Document iDataAgent supports the following restore options:
O Option to Overwrite data documents
O Option to Overwrite design documents
O Option to Overwrite database links
O Option to Database links only

All restores can be performed both in-place and out-of-place. (See Restore Destinations below for
comprehensive information.)

For the Lotus Domino Server iDataAgents restore operations can be performed from the client,
iDataAgent, and partition levels in the CommCell Browser.

When there is a problem with the Lotus Domino server or the operating system of the client computer full
system restores may be required. See Full System Restores for Lotus Domino Server iDataAgents for
more information.

Restore Considerations for this Agent
Before performing any restore procedures for this agent, review the following information.
Both iDataAgents:

e Review the general restore requirements described in What You Need to Know Before Performing a
Restore.

e Database objects whose names contain backslash characters ( \ ) are displayed in the Browse window
with the backslash changed to a space character. This change is only for the sake of the browse and

Page 57 of 105



Features - Lotus Notes Database iDataAgent

has no effect on the way data is actually backed up or restored.
e If the Domino Server ID has a password associated with it, the Domino Server ID must be running
during the restore operation. For more information on the subject, see Domino Server ID.

e When restoring documents to a database that is outside the data path, and then attempting to open
the database, you may receive a warning message indicating that the database is being used by
another user, and to share the database, all users must use a Domino server instead of a File server.

To work around this, do any of the following:

O Wait approximately 30 minutes for the server to clear itself.
O Shut down and restart the Domino server.

O Run dbcache flush on the Domino Server Console to flush the contents of the Domino database
cache.

Notes Document iDataAgent:

e In a Domino Cluster environment, data restored on one server will not propagate to other servers
within the Domino Cluster. Documents will be restored with the original sequence ID, which may be
lower than the existing document within the Domino Cluster. In such cases, the restored Document
will be overwritten by the existing Document during replication.

To avoid these conflicts, perform any restore operations using the Out-of-Place restore method. This
will ensure all restored Documents are given new sequence IDs and thus will not be overwritten during
replication.

e DAOS links are not preserved during Lotus Notes Document iDataAgent restores. To reintroduce these
links, the following compact operation must be performed:

load compact -C -daos on test.nsf
Notes Database iDataAgent:

e If the first partition of the Domino server on the destination computer is running and you want to
restore databases to their original locations, only databases that are not open (i.e., non-system
databases and those not opened by a user) can be restored. If the server is shut down, all databases
can be restored to their original locations.

e When there is a problem with the Lotus Domino server or the operating system of the client computer
full system restores may be required.

Restore Destinations

By default, the Lotus Domino Server iDataAgents restore data to the client computer from which it
originated; this is referred to as an in-place restore. You can also restore the data to another Client
computer in the CommcCell. Keep in mind the following considerations when performing such restores:
e The destination client must reside in the same CommcCell as the client whose data was backed up.

e Note that when you perform restores other than in-place restores, the restored data assumes the
rights (i.e., permissions) of the parent directory.

e Even after the Notes Database iDataAgent is removed from a given client, you can browse the client's
backup data and restore it to another computer (provided that the iDataAgent icon has not been
deleted from the CommCell Browser and the backup data has not expired).

The following sections enumerates the types of restore destinations that are supported by the Lotus
Domino Server iDataAgents. See Restore/Recover/Retrieve Destinations - Support for a list of Agents
supporting each restore destination type.

In-Place Restore
e Same path/destination

Out-of-Place Restore
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Keep in mind that out-of-place restore operations are also subject to the conditions described in Cross-
Platform / Application Restores.

e Same path/destination
e Different path/destination
Restore to Network Drive/NFS-Mounted File System

Data secured by Lotus Domino Server iDataAgents can be restored to a UNC path (Windows) or an NFS-
Mounted File System (Unix). (See Restore to Network Drive/NFS-Mounted File System for comprehensive
information.) Keep in mind that this operation does not apply to Lotus Domino clients on AIX platforms.

Cross-Platform / Application Restores

Review the following information before performing a cross-platform or cross-application restores from
the Lotus Domino Server iDataAgents:

e Support for restoring/recovering/retrieving data from one application version to another generally
follows the same compatibility support provided by the associated third-party application vendor,
unless otherwise noted.

e The restore destination must be on another Lotus Domino Server within the same CommcCell.

e On Windows, cross-platform restores between the different versions of an operating system is
supported.

e On Windows, cross-application restores to the same and higher Domino Server version is supported.
On AIX, cross-application restores to the same Domino Server version is supported.

See Also:
e Same Operating System - Different Version for general information.

Back to Top

Restore Data - Lotus Notes/Domino Server - How To
Topics | How To | Full System Restore | Related Topics

Perform Cross-Machine Restore of Databases

Perform Cross-Machine Restore of Databases and Transaction Logs

Perform Cross-Machine Restore of Databases
The Lotus Notes Database iDataAgent restores database backups as follows:

e If the source and destination computer have a partition with the same data path then the data is
restored to the common data path.

e If all partitions on the destination computer are different than the source computer, then the data will
be restored to the first partition.

No transaction logs are restored, and no transactions are replayed. Follow the procedure for this mode if:

e You don't want to shut down the destination server during the restore operation.

e The last database backup is more recent than the last transaction log backup. In this case, there is no
need to restore the transaction log.

Required Capability: See Capabilities and Permitted Actions

= To perform a database-only cross-machine restore:
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Follow the procedure described in Browse and Restore. Make sure to:
1. Select the appropriate Destination Computer from the Restore Options (General) dialog box.
2. Determine the restore path to the destination computer using Restore to Same Paths.
When Restore to Same Paths is selected:

O If the source computer and the destination computer have a partition with the same data path,
the data is restored to the common data path.

o If all partitions on the destination computer are different than the source computer, the data will
be restored to the first partition.

When Restore to Same Paths is de-selected:
O You can select any Destination Folder on the selected destination computer.
NOTES

e For out-of-place restores, any database can be restored to a new location while the server is running.

e Because this job does not restore log files, some restore options are not made available (e.g., Change
database instance id (DBIID), Change database replica id).

Perform Cross-Machine Restore of Databases and Transaction Logs

The Lotus Notes Database iDataAgent restores database backups as follows:

e If the source computer and the destination computer have a partition with the same data path then
the data is restored to the common data path.

e If all partitions on the destination computer are different than the source computer, then the data will
be restored to the first partition.

Then, log files are restored as needed and transactions are replayed. Follow one of the procedures for
this mode if:
e You want to restore and replay transactions that took place after the last database backup.

e You can do a database plus transaction log restore to either an active (production) server that is an
existing Notes Database client or to a new server in the CommcCell.

O If you restore directly to an active production server, you do not have to install Domino Server or
the Notes Database iDataAgent. However, you must shut down the server during the restore job
and make special preparations, as described in the procedure instructions.

O If you don't want to shut down a production server, you can restore to a new server. The new
server will require installs of the Domino Server and the Notes Database iDataAgent. After the
cross-machine restore finishes, you can copy the recovered database(s) from the new server to the
production server.

Choose the appropriate procedure:

e Performing a Cross-Machine Restore of Databases and Transaction Logs to an Existing Domino Server
e Performing a Cross-Machine Restore of Databases and Transaction Logs to a New Domino Server

Performing a Cross-Machine Restore of Databases and Transaction Logs to an Existing
Domino Server

Required Capability: See Capabilities and Permitted Actions

= To perform a cross-machine restore of Notes databases and transaction logs to an existing Domino
Server:

The version of Domino Server on the computer to which you are restoring
must be the same as when the backup took place, since there may be
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differences in the log file structures of different versions.

Shut down Domino Server on the destination computer.

On the destination computer, create a directory for restored databases and a directory for restored
log files. (If you prefer, you can use one directory for both.) We recommend that you create these
directories outside the Domino Server data path.

Copy the source computer's server ID file (usually named server.id) to the directory created for
restored databases on the destination computer. (If you can't access the file on the source
computer, restore it to the destination computer from backup.)

Rename the notes.ini file on the destination computer (to notes.sav, for example).

The Notes client software has its own notes.ini file, as does each Domino
Server partition. There may be multiple notes.ini files on the computer to
which you are restoring. Make sure that you are modifying the notes.ini
file for the appropriate partition of the destination computer.

On the destination computer, create a notes.ini file in the same directory as the original notes.ini
file. The content of the .ini file should be similar to the example below, with your own system
information replacing sample file and directory names.

If the directory for restored databases is D:\RestoredDBs, the directory for restored log files is
D:\RestoredLogs, the server ID file nhame is server.id, and the Domino server program files
directory is C:\Lotus\Domino), the new notes.ini file will look like this:

[Notes]

Directory=D:\RestoredDBs
NotesProgram=C:\Lotus\Domino
KeyFilename=D:\RestoredDBs\server.id
TRANSLOG_Style=1

TRANSLOG_Path=D:\RestoredLogs

TRANSLOG_Status=1

Translog_MEDIAONLY=1

Be sure to add a new line (i.e., press Enter) at the end of the file.

Browse the backup data and select those databases that you want to restore. Select the Disaster
Recovery / Media Recovery (to another machine) option and a Destination Computer in the
Advanced Restore Options (General) dialog box in addition to any other restore options that you
want.

Run the restore job and verify that it has completed successfully.

If you want to copy a restored database back to the source computer (as
opposed to any other server), DO NOT start Domino Server. DO NOT open
the restored database. Doing so may cause the database to be assigned a
new DBIID when it is opened by the Domino server on the source
computer, which will necessitate a database backup. In addition, if the
database is large, assigning a new DBIID will take some time.

Optionally, copy the restored databases to another server. (If you want to leave the databases on
the computer to which they were restored, you must copy them to the data path of a Domino
partition.) We recommend that you change the file extensions before copying (for example, to
user01mail.xxx), then rename the files with the .nsf extension after the file copy is complete. This
ensures that the server will not detect databases until they are complete and consistent.

Delete the notes.ini file that you created on the destination computer, and rename the original .ini
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file (e.g., notes.sav) to notes.ini. If you have copied the restored databases to another server, you
can delete the directories that you created for restored databases and transaction logs.

You can now restart Domino Server on the destination computer.

Performing a Cross-Machine Restore of Databases and Transaction Logs to a New
Domino Server

The version of Domino Server on the computer to which you are restoring
must be the same as when the backup took place, since there may be
differences in the log file structures of different versions.

To do this procedure, you must start with a computer that does not have
Domino Server installed.

Required Capability: See Capabilities and Permitted Actions
= To perform a cross-machine restore of Notes databases and transaction logs to a new Domino Server:

1. Install Lotus Domino Server and the Notes Database iDataAgent on the destination computer.

The version of Domino Server on the computer to which you are restoring
must be the same as when the backup took place, since there may be
differences in the log file structures of different versions.

2. Shut down the Domino server.

3. Copy the source partition's server ID file (usually named server.id) to the directory on the
destination computer that contains the server ID file. (If you can't access the file on the source
partition, restore it to the destination computer from backup.) You may want to rename the server
ID file in the destination computer first, so that you don't overwrite it. If the name of the source
partition's server ID file differs from the name of the destination computer's server ID file, you must
change the KeyFileName parameter of the notes.ini file on the destination computer to match the
source computer's server ID file name.

4. Add the following line to the notes.ini file of the destination computer:
TRANSLOG_MEDIAONLY=1

If you add this line at the end of the notes.ini file, be sure to add a new line (i.e., press Enter)
after this line.

5. Make sure that the transaction log directory is clean. (You can find the path to the log directory by
checking the TRANSLOG_Path parameter in the partition's notes.ini file. If this is a relative path,
it must be appended to the path listed in the Directory parameter.) Delete any remaining log files
and the log control file. Alternately, you can delete the log directory altogether. In this case, the
restore process creates a new log directory.

6. Browse the backup data and select those databases that you want to restore. Select the Disaster
Recovery / Media Recovery (to another machine) option and a Destination Computer in the
Advanced Restore Options (General) dialog box in addition to any other restore options that you
want.

7. Run the restore job and verify that it has completed successfully.

If you want to copy a restored database back to the source computer (as
opposed to any other server), DO NOT start Domino Server. DO NOT open
the restored database. Doing so may cause the database to be assigned a
new DBIID when it is opened by the Domino server on the source
computer, which will necessitate a database backup. In addition, if the
database is large, assigning a new DBIID will take some time.

8. Optionally, copy the restored databases to another server. We recommend that you change the file
extensions before copying (for example, to userO1mail.xxx), then rename the files with the .nsf
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extension after the file copy is complete. This ensures that the server will not detect databases until
they are complete and consistent.

Back to Top

Browse and Restore
Topics | How To | Related Topics

Overview

There are two functions that help you retrieve backed up data from the backup media: browse and
restore. In the CommCell Browser, the browse and variously-named restore commands appear,
depending on agent, in the right-click menus at the agent, instance and/or backup set levels.

Browse operations allow you to view data that has been backed up by the agent on the client computer
and select all or some of that data. Depending on the agent, there are several options available to
customize your browse. See Browse Data for comprehensive information on Browse operations.

Restore operations allow you to retrieve data from backup media and restore it to the desired location.
Restoring without browsing is most appropriate when you want to restore the latest backup job for an
agent, instance or backup set and want to retain the current file structure. See Basic Restore for more
information on restoring without using browse.

Browse and Restore

The Browse and Restore procedure is a sequential procedure that combines the two procedures. When
you select a Browse command from the CommCell Browser, you can define and run one of many
potential browse sequences. At the end of the browse, when you are looking at the resulting information
presented in the Browse window, you can continue with a restore procedure simply by selecting data and
clicking the Recover All Data button. As with the browse, depending on the agent, there are several
options available to customize your restore.

Perform a browse and restore operation when you want to:

e restore from an earlier backup
e restore only select files/objects

e restore deleted files/objects

e when you don't want or don't need to retain the current file structure
e to utilize browse options

Browse and Restore - How To
Topics | How To | Related Topics

Browse and Restore

Browse and Restore
Before You Begin:

e Review the general and agent-specific restore requirements accessed from Restore Backup Data prior
to performing any restore operation.

Required Capability: See Capabilities and Permitted Actions
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= To browse and restore data:

1.

From the CommcCell Browser, right-click the agent, instance, backup set, or Legal hold set (for Legal
Hold data) that contains the data you want to restore, click All Tasks and then click the available
Browse command (command names vary by agent).

Run a browse operation. See Browse Data for a list of customized browse operations and their step-
by-step instructions. If you accept all defaults, you will be browsing the latest backups for the
selected data.

From the Browse window, Select Objects From the Browse Window for Restore.

From the agent's Restore Options and Advanced Restore Options dialog boxes, select the
restore options that you want to use. For agents with multiple tabs, do not click OK until you have
used all of the desired tabs. When you accept all the default settings, you will be restoring the
selected data to its original location. See Restore Backup Data for access to complete information on
the agent-specific Restore Destination options and procedures available.

When restoring encrypted data, refer to Data Encryption for comprehensive feature information and
procedures for using the Encryption tab of the Advanced Restore Options dialog box.

After completing your selections, you can either start an immediate restore or schedule the restore.

O If you want to schedule the job, click the Job Initiation tab from the Restore Options dialog box,
click Schedule, schedule the job, and then click OK.

o If you want to run the job now, accept or click Run Immediately in the same tab and then click
OK.

While the job is running, you can right-click the job in the Job Controller and select Detail to view
information on the job. After the data has been restored, you will see a job completion message in
the Job Controller and Event Viewer.

Back To Top
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Instances - Lotus Notes / Domino Server
Topics | How To | Related Topics

Overview

Configurable Properties

Overview

During installation of the Lotus Domino Server iDataAgents, the system detects and configures all Lotus
Domino Server partitions. If you have multiple partitions, you may add any of the detected partitions to
the system during the install or add them manually later.

When adding or installing partitions, the system establishes a default configuration which for Notes
Database consists of a default subclient and a transaction logs subclient for the partition, and for Notes
Document consists of a default subclient for the partition. In most cases, the default configuration is
appropriate and should not require any changes. However, if desired, you can change this configuration
to better suit your needs. For more information about these subclients, see Subclients - Lotus Notes.

See Instances for an overview of partitions. Given below is a list of what you need to provide before

creating a Lotus Domino Server partition.

e A storage policy.

e If desired, a backup schedule. The partition can be linked to either a pre-defined, generic schedule
policy, or a backup schedule can be defined.

Once a partition is added to your system configuration, you can back up Lotus Notes databases on that
partition using the Lotus Notes Database iDataAgent and Lotus Notes documents on that partition using
the Notes Document iDataAgent.

Notes Document iDataAgent users will want to research creating Restore View Names.

Configurable Properties

Once installed, the agent is configured and is therefore able to manage the data or volumes on the client
computer. However, you can change certain aspects of the instance configuration to manage the data in
the manner that best suits your needs.

You can view or change the instance configuration from the Instance Properties dialog box. The following
information can be configured.

Assign Restore View Names to Newly-discovered Databases (Lotus Notes Document
iDataAgent only)

A Restore View is the Lotus Notes view through which the software system displays a database's data
documents when you browse database contents for restore purposes.

Documents not included in the Restore View are listed by NoteID only. Consequently, for each database
that is secured by the system, it is important that you designate (prior to back up) a restore view that
will display most or all of the Notes in the database.

Use the Partition Properties Restore View Names tab to enter a list of text patterns that the system can
use in assigning a Restore View to newly discovered databases. The information collected from this view
is stored and displayed as text only. You can enter multiple text patterns on which to search in this tab. If
no views contain the first text pattern entered, the system searches for the second pattern, and so on.
Entering multiple text patterns in the Partition Restore View Names list may slow the database discovery
process. Note that the system browse may not sort all fields in the same manner as the actual Lotus
Notes view.
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The list of restore view names is used as follows: When the system discovers a database, the system
checks the views to see if any view name contains the text pattern. This search is case insensitive. The
database's view name does not have to be exactly the same as the entry in the Restore View Names list;
it merely has to contain the text pattern.

When the database has multiple views whose names contain the pattern that the system is searching for,
the first view encountered is used as the Restore view. For example, if you enter A11 as the first Partition
Restore View Name and the database includes views called A11 Documents by Date, All Documents by
User, and All Sales Documents, the first one encountered by the system during the search will be
used as the Restore View for the database. See Add a Restore View Name for step-by-step instructions.

After adding Restore View Names at the partition level, you can assign a specific Restore View Name to
documents at the subclient level using the Subclient Properties Databases tab. This will be the Lotus
Notes view through which you browse documents from a given database for restore purposes. Documents
not included in the restore view can be restored, but they must either be selected on the basis of their
Notes document IDs or restored via a complete database restore. If you change a restore view name
after running a backup, it is recommended you run a full backup for that subclient.

User Accounts

One or more of the agents of this type use one or more accounts that are
configured from a non-Properties dialog box. See the appropriate section
for your agent(s) in User Accounts and Passwords for more information.

User Security
You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

For more information, see User Administration and Security.

Back to Top

Instances - Lotus Notes / Domino Server - How To
Topics | How To | Related Topics

Create an Instance

Modify an Instance

Delete an Instance

Change the User Account

Add a Lotus Domino Server Partition on Windows

Add a Lotus Notes Database Partition on AIX

Add a Restore View Name

Assign Databases to a Subclient

Change Account for Executing Pre/Post Commands for Data Protection (Lotus Notes Database)
Change Account for Restoring to Mapped/Shared Network Drives and Restricted Directories

Discover and Assign New Databases
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Create/Modify an Instance

Before You Begin

For the Oracle, Oracle RAC or SAP for Oracle iDataAgent, if you have custom SQL settings, you must
turn off these settings to ensure that the instance browse works correctly and that the instance status
is correctly fetched. To do this, create and edit the cvlogin.sqgl file with the appropriate contents at
ORACLE_HOME/sqglplus/admin. For example, run the following command:

edit file $ORACLE HOME/sqglplus/admin/cvlogin.sql
Then include the following contents in the cvlogin.sql file:
set heading on;

set pause off;

Required Capability: See Capabilities and Required Actions

= To create/modify an Instance

1.

To create an instance, from the CommCell Browser, locate the correct client computer node, and
right-click the agent node for which you want the new instance created, click All Tasks, and then
click New Instance from the shortcut menu.

To modify an existing instance, from the CommcCell Browser, right-click the instance you want to
modify, and then click Properties from the shortcut menu.

From the General tab, enter the name (up to 32 characters) for the instance. In addition, provide
the required access information for this instance.

For various iDataAgents, you can add/modify an application/database user account. See the
appropriate section as follows in User Accounts and Passwords for more information:
DB2 iDataAgent

Informix iDataAgent

Microsoft SQL Server iDataAgent

Oracle iDataAgents (Oracle, Oracle RAC, SAP for Oracle)

Sybase iDataAgent

O MySQL iDataAgent

o O O O O

If your agent uses the Details tab, enter the required database connect string and other optional
parameters.

O For the Oracle, Oracle RAC and SAP for Oracle iDataAgents, see the Oracle iDataAgents section in
User Accounts and Passwords for more information.

From the Storage Device tab, select storage policy copies to be used for, as applicable, data
backups, command line data backups and log backups. Within these tabs you can click Data Paths to
display the details of the data paths associated with the primary storage policy copy of the selected
storage policy.

If your agent uses the Software Compression tab, and you want to enable software compression for
the selected backups, click the tab and select the option appropriate to your environment.

If you want to enable data encryption, from the Encryption tab select encryption settings for third-
party or RMAN command line backups.

Click OK to save the instance.

A message advises you to schedule backups for your new instance. It is recommended you elect to
set a schedule now. You can also associate this instance with an All Agent Types schedule policy
(which is automatically created by the system, or can be a user defined Data Protection schedule
policy). If you have already associated a schedule policy at a previous level (Agent, Client, or Client
Computer Group) the schedules defined in the Schedule Policy will be automatically applied to the
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new instance. See Schedule Policy for more information.

O For agents that offer an OK option, click OK to acknowledge the message. This procedure is how
complete.

O For agents that offer Yes and No options to this message, click No if you don't want to create a
backup schedule at this time, and this procedure is complete. If you click Yes, a dialog box
prompts you to back up all subclients of this instance.

9. Click Yes. The Backup Options dialog box appears, which allows you to create the necessary

schedules.

10. From the Backup Options dialog box, select the type of backup that you want to schedule.

11. If you want to access Advanced Backup Options, click Advanced.

12. After selecting the backup type and any advanced options, click OK. The Schedule Details dialog
box appears.

13. From the Schedule Details tab of the Schedule Details dialog box, select the scheduling options
that you want to apply, then click OK.

NOTES

e A default subclient is created for the Oracle instance, which includes all the objects in the instance.
When you are done with this procedure, open the Subclient Properties dialog box for the default
subclient and verify that the Resync Catalog option available in the Backup Arguments tab is

selected. This would help you to successfully perform a full system restore in the event of destroyed or

damaged client.
e After creating the instance for DB2, you can now create one or more Backup Sets for this instance.

Modify an Instance

Required Capability: See Capabilities and Required Actions

= To modify an Instance

1. From the CommCell Browser, right-click the instance you want to modify, and then click Properties
from the shortcut menu.

2. Click the General tab of the Instance properties box to change the required access information for
this instance.

3. If your agent uses the Accounts tab, use this tab to specify the Windows account used by the
system. For MySQL iDataAgent, use this tab to specify the MySQL Server user account.

4. If your agent uses the Restore View Names tab, use this tab to enter or modify a list of text patterns
for the view through which the system displays a database's data documents when you browse.

5. If your agent has the Security tab, you can view CommcCell resource associations to enable or
disable user groups that can perform system operations on associated resources.

6. For an Oracle instance, click the Details tab to change the database connect string and other
optional parameters.

7. For an Oracle RAC instance, go to the next step. Otherwise, go to Step 12.

8. Click the Details tab, and type or select values for the fields at the bottom of the dialog box as
appropriate. For the DB2 DPF instance, to associate a database partition with a different client, click
the affected partition in the DB2 pPartition Clients field, click Modify, and click from the list in
the Edit Directory Share Name Pair dialog box the name of the new client for the partition. Then
click OK.

9. Click the Oracle instance (Client/Instance/Status) that you want to modify. Then click Modify.

10. In the Update Instance dialog box, update the desired field values by typing or browsing as
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appropriate. Then click OK.
11. Repeat the previous two steps for each Oracle instance that you want to modify.

12. From the Storage Device tab(s), select storage policy copies to be used for, as applicable, data
backups, command line data backups and log backups. Within these tabs you can click Data Paths to
display the details of the data paths associated with the primary storage policy copy of the selected
storage policy.

For the MySQL iDataAgent, select the storage policy for the log backups from the Log Backups tab.

13. If your agent uses the Software Compression tab, and you want to enable software compression for
the selected backups, click the tab and select the appropriate option.

14. If you want to enable data encryption, from the Encryption tab select encryption settings for third-
party or RMAN command line backups.

15. Click OK to save the configuration changes.

16. A message advises you to schedule backups for your new instance. It is recommended you elect to
set a schedule now. If you click No, this procedure is now complete. If you click Yes, a dialog box
prompts you to back up all subclients of this instance.

17. Click Yes. The Backup Options dialog box appears, which allows you to create the necessary
schedules.

18. From the Backup Options dialog box, select the type of backup that you want to schedule.
19. If you want to access Advanced Backup Options, click Advanced.

20. After selecting the backup type and any advanced options, click OK. The Schedule Details dialog
box appears.

21. From the Schedule Details tab of the Schedule Details dialog box, select the scheduling options
that you want to apply, then click OK.

Delete an Instance
Before You Begin

e For most agents except Oracle and SQL Server, you cannot delete an instance if there is only one
instance present for an agent. To delete the final instance for most agents except the ones identified,
you must first remove the agent software from the client computer. For Oracle RAC, which does not
involve agent software, you can delete the instance under the RAC pseudo-client.

e When you delete a specific instance positioned in the level below the corresponding agent or pseudo-
client in the CommcCell Console, the following actions occur:

O The corresponding backup data for that instance becomes immediately unavailable, thus making it
inaccessible for restore purposes. In effect, the backup data is deleted.

O All child levels contained within the level are deleted in the CommCell Browser.

O All job schedules and job histories that pertain to any of the levels within the deleted instance are
deleted.

e If you delete an Oracle iDataAgent instance included within an Oracle RAC instance (node), the backup
data is not deleted, and it is available for restore by another eligible client.

e You cannot delete an instance if it is being backed up. Attempts to delete an instance under such
conditions cause the deletion to fail. If a backup is in progress, either wait for the backup to complete
or kill the backup job using the Job Manager. Once the backup is no longer in progress, you can delete
the instance level.

Required Capability: See Capabilities and Required Actions
= To delete an instance positioned in the level below the corresponding agent or pseudo-client

1. From the CommCell Browser, right-click the instance that you want to delete, click All Tasks and
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then click Delete.
2. Click Yes to confirm the deletion. (Clicking No cancels the deletion and retains the node.)

3. Type the requested phrase in the Enter Confirmation Text dialog box and click OK. This should
delete the instance.

= To delete an Oracle iDataAgent instance included within an Oracle RAC instance (node)
1. Right-click the Oracle RAC instance, click Properties, and click Details.
2. Click the instance that you want to delete within Client/Instance/Status and click Delete.

3. Repeat the previous step for each Oracle iDataAgent instance (except the last one remaining) within
the Oracle RAC instance that you want to delete.

4. Click OK. This should delete the Oracle iDataAgent instance(s).

With the exceptions noted above, you can no longer access the
corresponding backup data for restore purposes.

Change the User Account
Before You Begin

e Review Instances
e Review Subclients

Required Capability Administrative Management
= To change the user account

1. From the CommCell Browser, expand the agent tree, right-click the desired instance, and then click
Properties.

2. From the General dialog box, click the Change button associated with the User Account
information.

From the Impersonate NT User dialog box, enter the requested information.

4. Click OK to save the settings.

Add a Lotus Domino Server Partition on Windows
Required Capability: See Capabilities and Required Actions
= To add a Lotus Domino Server partition to your system configuration on Windows platforms:

1. From the CommCell Browser, right-click the Notes iDataAgent node, click All Tasks and then click
Add New Partition. The system discovers all new partitions, and displays them in the Add New
Partition dialog box.

2. To add a partition, select the check box located to the left of the partition name.

3. Assign a storage policy to the partition by clicking in its Storage Policy box and selecting a policy
from the list.

4. Click OK to save your settings.
5. The Backup Schedule screen displays. To create a backup schedule for the new partition, select
one of the three options:

O To disregard backup schedules, click the Do Not Schedule radio button and click OK. The
screen exits with no backup schedule established for the new partition. This task is now

Page 70 of 105



10.
11.

Features - Lotus Notes Database iDataAgent

complete.

O To link the new partition with a pre-defined policy, click the Associate with Generic
Schedule Policy radio button, choose from the list, and click OK to exit the screen. This
task is now complete.

O To establish a backup schedule for the new partition, click the Schedule radio button, and
click OK. Go to Step 6.

The system displays a Backup All Subclients prompt verifying that you want to backup all the
subclients of this partition except the transaction logs subclient. Click OK to backup.

The Backup Options dialog box appears, which allows you to create the necessary schedules.
From the Backup Options dialog box, select the type of backup that you want to schedule.

If you want to access Advanced Backup Options, click Advanced.

After selecting the backup type and any advanced options, click OK.

The Schedule Details dialog box appears. From the Schedule Details dialog box, select the
scheduling options that you want to apply, then click OK.

This task is now complete.

Add a Lotus Notes Database Partition on Unix

Although it is possible to create multiple partitions during installation of the iDataAgent, you may need to
add additional partitions at a later date. For clients running Unix, you repeat the installation procedure
except as noted below:

Required Capability: See Capabilities and Required Actions

= To add a Lotus Notes Database partition on Unix

1.
2.

Log on to the client as root.

Place the software installation disc for the Unix platform into the disc drive. You can also install the
product using a disc drive mounted on another computer on the network.

Open a Terminal window, navigate to the disc and enter cvpkgadd. This package contains scripts
which need super-user permission to execute.

Read the license agreement. Type y and press Enter to continue.

The following message displays (note that the menu options displayed below will vary depending on
platform):

1.CVGxMA

2.CVGxOrIDA

3.CVGxDB2IDA

4 .CVGxLndbIDA (Add New Partitions Only)
5.CVGxLndocIDA

6.Exit

Module number: [4]

Enter the module number corresponding to CVGxLndbIDA (Add New Partitions Only) .
The partition number that displays reflects how many partitions have already been created.

In this example, two partitions are already in existence; therefore, the new partition is numbered as
3:
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Please enter Notes DB Partition Name for partition 3.

Partition Name:

Type the name of the partition, then press Return (or Enter).

The following message prompts you to enter the Notes User Name for the partition. This is the user
name used by the iDataAgent to log on to the Notes database.

Please enter Notes User Name for this partition.

Notes User Name:

Type the Notes User Name for the partition, then press Return.

The following message prompts you to enter the Notes Home Directory for the partition. This is the
directory in which the Lotus Notes software is installed.

Please enter Notes Home Directory for this partition.

Notes Home Directory:

Type the Notes Home Directory for the partition, then press Return.

The following message prompts you to enter the Notes Data Directory for the partition. This is the
directory in which all databases reside.

Please enter Notes Data Directory for this partition.
Notes Data Directory:
Type the Notes Data Directory for the partition, then press Return.
The following message displays:

You have entered all the required information for this partition.

Please review it now, and accept "yes", 1f it is correct:
Partition Name........ your entry here
Notes User............ your entry here

Notes Home Directory.. your entry here
Notes Data Directory.. your entry here

Is this correct? [yes]

After verifying the above information, press Return to continue.

The following message displays:

Configured 3 partition(s) of Notes so far.

Would you like to configure another partition? [no]

If you don’t want to configure another partition, press Return. (To configure another partition type
yes and press Return to repeat the process starting at Step 5.)

The following message displays:

Please select one storage policy for this IDA from the list below:
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1) SP_Library2 2

2)SP_MagLibrary3 3

Enter the module number corresponding to the storage policy to use for the configured partition.

After configuring the partition, the install program verifies the information entered during install and
checks all requirements. A summary similar to the following displays:

Successfully installed CVGxLndbIDA.

Press ENTER to continue ...

Press Return when prompted.

If this is the last component to be installed, enter the number corresponding to the Exit option on
the menu.

This task is now complete.

Add a Restore View Name

Before You Begin

Review Instances - Restore View Names

Required Capability: See Capabilities and Required Actions

= To add a Lotus Domino Server Restore View

1.

From the CommcCell Browser, expand a Notes Document iDataAgent node, right-click a partition, and
click Properties.

From the Restore View Names tab, click Add.

Enter the text pattern in the space provided. This pattern does not have to match any actual Notes
view name.

When there are multiple names listed, highlight a name and use the Up or Down buttons to
promote or demote that name. This adjusts the pattern's priority in the system's browse search
algorithm.

Click OK to save your settings.

If desired, you can assign a specific Restore View Name to documents at the subclient level using
the Subclient Properties Databases tab.

This task is now complete.

Assign Databases to a Subclient

Required Capability: See Capabilities and Permitted Actions

= To assign databases to a subclient:

1.

From the CommcCell Browser, click Configure from any of these locations:

O For Notes Database iDataAgent right-click the partition node with the subclient to which you want
to assign databases, select All Tasks and then click Configure.

O For Notes Document iDataAgent right-click the backup set node with the subclient to which you
want to assign databases, select All Tasks and then click Configure.

O For both iDataAgents, you can use the Subclient Properties (Databases) tab to access its
Configure button.
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From the Add/Modify database/subclient configuration for partition/backup set dialog box, for each
database that you want to assign click its Subclient box and select the desired subclient from the
list. Alternatively, you can select a range of databases and use Change all selected databases to
list to assign a single subclient to all the databases in one step.

Regardless of the assignment method, your choices always include:

O The default subclient
O Any user-defined subclients
O The Do Not Backup subclient

If you choose the Do Not Backup subclient, the database will not be backed up.

For the Notes Document iDataAgent, click the Restore View Name box for the database element
that you want to assign to the subclient to make the list arrow appear. Click again to make the list
appear. Select an option from the list.

To save the subclient configuration, click OK.

Change Account for Executing Pre/Post Commands (Data Protection)

Required Capability: See Capabilities and Permitted Actions

= To change a user account for executing pre/post commands for Data Protection jobs:

1.

From the CommCell Browser, expand the tree to view the appropriate level icon for the affected
agent.

O From the agent, instance/partition, or backup set/archive set level, right-click the appropriate
icon, click All Tasks, and click New Subclient from the short-cut menu.

O From the subclient level, right-click the subclient icon and click Properties from the short-cut
menu.

From the Subclient Properties dialog box, create and/or configure the subclient as appropriate. Then
click the Pre/Post Process tab.

From the Pre/Post Process tab, click Change.

From the User Account dialog box, select one of the account options. If you select Impersonate
User, type the appropriate user name and password.

Click OK to save the settings.

Change Account for Restoring to Mapped/Shared Network Drives and
Restricted Directories

Required Capability: See Capabilities and Permitted Actions

= To change a user account for restoring to mapped/shared network drives and restricted directories:

1.

From the CommCell Browser, expand the tree to view the desired level icon for the affected agent.
Then right-click the icon and click All Tasks from the short-cut menu.

Click the appropriate Browse or Restore option. Then populate, select, and click as appropriate to
access the Restore Options (for All Selected Items) dialog box.

From the Restore Options (for All Selected Items) dialog box, click Advanced.

From the Advanced Restore Options dialog box, select Impersonate (Windows, NetWare) User.
Then type the appropriate user name and password.

Click OK to save the settings.
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Discover and Assign New Databases

Required Capability: See Capabilities and Permitted Actions

= To discover and assign new databases:

1. From the CommCell Browser, click Configure from any of these locations:

O For Notes Database iDataAgent right-click the partition with the subclient to which you want to
assign databases, select All Tasks and then click Configure.

O For Notes Document iDataAgent right-click the backup set with the subclient to which you want to
assign databases, select All Tasks and then click Configure.

O For both iDataAgents, you can use the Subclient Properties (Databases) tab to access its
Configure button.

2. From the Add/Modify database/subclient configuration for partition dialog box, click Discover.

3. When the discovery process completes, the system redisplays the Add/Modify
database/subclient in partition/backup set dialog box which displays the databases that have
already been assigned; plus any newly discovered databases that have not been assigned. The
unassigned databases are those that have no entry in the Subclient column.

4. To assign these databases, click the Subclient box of each database that you want to assign and
select the desired subclient from the list. Alternatively, you can select a range of databases and use
Change all selected databases to list to assign a single subclient to all the databases in one step.
Regardless of the assignment method, your choices always include:

O The default subclient

O Any user-defined subclients

O The Do Not Backup subclient

If you choose the Do Not Backup subclient, the database will not back up.

5. For the Notes Document iDataAgent, click the Restore View Name box for the database element
that you want to assign to the subclient to make the list arrow appear. Click again to open the list.
Select an option from the list. Alternatively, you can select a range of databases and use Change all
restore View names to list to assign a single name to all the selected databases in one step.

6. To register your database assignments with the system, click Apply.

7. If you have no other databases to assign, click OK.

Back to Top
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Subclients - Lotus Notes
Topics | How To | Related Topics

Overview
Configurable Properties

Things to Consider when Creating and Configuring Lotus Notes Subclients

Overview

The following table shows subclient creation and configuration details specific to Lotus Notes iDataAgents.

Agent Type of | Default |Supports|Supports| Contents Other Notes
Data |[Subclient| Default User of the Types of
created (Subclient| Defined | default |subclients
during Subclient| subclient |[supported
install of when by the
the user- Agent
Agent defined
subclient
is present
Lotus Notes Lotus Yes Yes Yes databases/ |[Transaction|*See Caution
Database Notes database Log; Against Re-
database elements configuring
not Do Not  Ipefault subclient
assigned to| BackUP |content.
the other
subclients,
unless
otherwise
configured*
Lotus Notes Lotus Yes Yes Yes content not| Do Not [*See Caution
Document Notes assigned to| Backup |Against Re-
documents other configuring
subclients, Default Subclient
unless Content.
otherwise
configured*

The following example illustrates a simple subclient configuration:

Example - Lotus Notes

Default Subclients

When you perform a full backup for the default subclient, the subclient performs a discover on the
partition and performs a full backup of any new databases and of the databases that already exist within
the subclient. When an incremental backup is performed for the default subclient, the subclient performs
a discover on the partition, and it performs a full backup of discovered and newly-added databases and
new or modified documents of existing databases, including:

e unconfigured databases
e databases that were added manually since the last backup
e previously backed up databases where the DBIID has changed since the last backup
e non-logged databases that have been modified since the last backup
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While this feature ensures that all the new databases will be automatically backed up, you may want to
assign the new databases to specific subclients. To do this, you can conduct the discovery process and
assign the databases yourself using any of the following:

e Databases tab of the Subclient Properties dialog box

e Configure command in the shortcut menu of the a Lotus Notes Database iDataAgent partition

e Configure command in the shortcut menu of the a Lotus Notes Document iDataAgent backup set

User-Defined Subclients

Optionally, users can create additional subclients with each one containing one or more databases. When
a full backup is performed for a user-defined subclient, the subclient performs a full backup of its
databases. When an incremental backup is performed for a user-defined subclient, the subclient performs
a full backup of any database that was not part of this subclient on the last backup (incremental or full),
and new or modified documents of existing databases, and databases that were:

e added manually since the last backup

e previously backed up databases where the DBIID has changed since the last backup

e non-logged databases that have been modified since the last backup
Transaction Log Subclients

The system creates a transaction log subclient for the Lotus Notes Database iDataAgent that handles
backing up transaction logs for all log-enabled databases within the partition.

Do Not Backup Subclient

The Do Not Backup subclient is created by the system. It cannot be scheduled for backup, so databases
included in this subclient are never backed up. Essentially, this subclient acts as a backup filter.

Configurable Properties

Once installed, the agent is configured and is therefore able to manage the data or volumes on the client
computer. However, you can change certain aspects of the subclient configuration to manage the data in
the manner that best suits your needs.

You can view or change the subclient configuration from the Subclient Properties dialog box. The
following information can be configured.

Activity Control

You can enable or disable all operations for this CommCell object and all objects below it. For more
information, see Activity Control.

Content/Databases

You can define the content of the subclient. Most agents include a configure button that displays a dialog
where you can add or modify the data included as subclient content. For step-by-step instructions, see
Configure Subclient Content.

Data Transfer Options

Several configurable options to efficiently use available resources for transferring data secured by data
protection operations are provided in the subclient. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth Throttling and
Network Agents.

Data Encryption

You can enable or disable the encryption of data for transmission over unsecure networks and for storage
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on media. For more information, see Data Encryption.

Data Paths

You can view the data paths associated with the primary storage policy copy of the selected storage
policy or incremental storage policy. You can also modify the data paths for the subclient including their
priority. For additional information, see Configuring Alternate Data Paths for Subclients.

Discovery Filters
You can perform the following functions:

e Define discovery filters to exclude specified subclient data from being discovered. For more
information, see Discovery Filters for Lotus Notes iDataAgents.

e Use regular expressions (or wildcards) in subclient discovery filters. See Inclusions, Exclusions, and
Exceptions to Exclusions for more information.

The Filters tab is only available for the default subclient.
Pre/Post Processes

You can add, modify or view Pre/Post processes for the subclient. These are batch files or shell scripts
that you can run before or after certain job phases. For more information, see Pre/Post Processes.

Subclient Name
You can rename a user-defined subclient.
User Accounts

You can define an account with permissions to execute Pre/Post commands for the agent's archive,
backup, or volume creation jobs.

See Lotus Domino Server iDataAgents in User Accounts and Passwords for more information.

Things to Consider when Creating and Configuring Lotus Notes
Subclients

When creating and configuring subclients for Lotus Notes iDataAgents, keep in mind the following
considerations:

e Lotus Notes Document has a configuration requirement to assign a Restore View Name to the
subclient, in addition to specifying the subclient name, content and storage policy association.

e For discovery filter considerations, see Discovery Filters for Lotus Notes iDataAgents.

e Caution Against Re-configuring Default Subclient Content
We recommend that you do not re-configure the content of a default subclient because this would

disable its capability to serve as "catch-all" entity for client data. As a result, the likelihood that some
data will not get backed up or scanned for archiving would increase.

Back to Top

Subclients - Lotus Notes - How To
Topics | How To | Related Topics

Add a Data Protection Filter for a Subclient
Assign Databases to a Subclient

Associate a Subclient to a Storage Policy
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Associate or Disassociate a User Group to a Subclient

Change Account for Executing Pre/Post Commands (Data Protection)
Configure a Subclient for Pre/Post Processing of Data Protection Operations
Configure Subclient Content

Configure the Subclient for Data Encryption

Create a New Subclient

Delete a Data Protection Filter from a Subclient

Delete a User-Defined Subclient

Discover and Assign New Databases

Enable or Disable Data Protection Operations

Enable Software Compression for a Subclient

Remove a Process from Pre/Post Processing of Data Protection Operations
Rename a Subclient

Set the Network Bandwidth and Network Agents for a Data Protection Operation
View Data Paths

View Subclient Content

Add/Edit a Data Protection Filter for a Subclient
Before You Begin

e Review Filters.

e Do not change the data protection or discovery filter of a subclient that has a data protection
operation in progress.

e The system does not allow you to add entries that are not content of a particular subclient to that
subclient's filter.

e For BlueArc and EMC Celerra (running at least DART OS 5.6.x) subclients, the filter string with or
without wildcards must match the name or path of the file or directory being filtered.

e For NetApp subclients only name type filters (with wildcards) are supported:

O You cannot enter paths as a filter (e.g. /vol/volo/datal). Since NetApp does not support the use
of paths in filters, if there are multiple files with the same name, even though they may be in
different directories, all of them will be excluded from backups.

O Name of the file or directory must exactly match the filter string.
O You can specify a maximum of 32 strings in the exclude list.

Select the desired procedure:

e To add a data protection or discovery filter for a subclient
e To edit a data protection filter for a subclient

Required Capability: Capabilities and Permitted Actions
= To add a data protection or discovery filter entry for a subclient:

1. From the CommCell Browser, right-click the subclient whose data protection or discovery filter you
want to add, and then click Properties from the shortcut menu.

2. Click the Filters tab of the Subclient Properties dialog box.
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3. For Exchange Mailbox, Exchange Mailbox/Public Folder Archiver Agents and Exchange Compliance
Archiver, to specify a mailbox or folder that you want to exclude from data protection operations:
O Click the upper Add button.
O From the Browse window, expand the mailbox tree of the client computer.
O Click the mailbox or folder that you want to exclude from the backup/archive operations on the
selected subclient, and then click Add. (Repeat this step for each additional entry.)

O From the Browse window, click OK.

The mailboxes or folders that you selected appear as entries in the upper pane. Repeat this step
if you want to add more mailboxes and/or folders to the filter.

4. For NAS NDMP iDataAgents, click the Add button and, in the input window, type the name of the
file, directory, (or path for BlueArc) that you want to exclude from the backups and click OK. The
name displays as an entry in the Exclude these files/folders/patterns pane. Repeat this step if
you want to add more files, directories, or paths to the filter.

5. For Exchange Public/Web Folder iDataAgents and SharePoint Server iDataAgent, to specify a
workspace/folder that you want to exclude from the backups, click the upper Browse button and
expand the iDataAgent of the client computer. Click the workspace/folder that you want to exclude
from the backups and then click Add. Repeat this step for each additional entry.

6. For Windows/Unix/Macintosh File System iDataAgents, File Archiver for Windows/Unix Agents, and
ProxyHost iDataAgent, to specify a file/folder/directory that you want to exclude from data
protection operations, do one of the following:

O Click the upper Add button and, in the Enter Path window, type the complete path (including
drive letter) of the file/folder/directory that you want to exclude from the backups/archive
operations. Repeat this step if you want to add more files/folders/directories to the filter.

O Click the upper Browse button and expand the file system of the client computer. Click the
file/folder/directory that you want to exclude from backups/archive operations and then click
Add. Repeat this step for each additional entry.

7. For NetWare File System/NDS iDataAgents, to specify data that you want excluded from the
backups, do one of the following:
O To manually enter the path:
m Click the Add button.

m In the Input window, type the complete path (e.g., VOL1:\demo\disk2) of the data that you
want to exclude.

m Click OK. (The path that you typed displays as an entry in the upper pane.) Repeat this step if
you want to exclude more data.

O To browse and select a path:
m Click the Browse button.
m From the Backup Data window, expand the file system or NDS tree of the NetWare server.

m Select the data that you want to exclude, and then click Add. Repeat this step for each
additional entry.

m From the Backup Data window, click OK. The data that you selected displays as entries in the
upper pane.

8. For Lotus Notes Database and Lotus Notes Document iDataAgents, to specify a file or folder that you
want to exclude from discovery, do one of the following:

O Select the Pattern/path to be excluded field. Then type in a file or folder that you want to
exclude. The format of the entry should start with a slash (\). The path entered is always relative
to the data path of the partition. Then click Add. Repeat this step for each additional entry.

O Click the upper Browse button and expand the file system of the client computer. Click the file or
folder that you want to exclude from the backups and then click Add. Repeat this step for each
additional entry.

9. For Exchange Mailbox, Exchange Mailbox/Public Folder Archiver Agents and Exchange Compliance
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Archiver, to specify a wildcard pattern of the folders that you want to exclude across all mailboxes
within the subclient:

O Click the lower Add button.

O In the Input window, type the wildcard pattern of the folders that you want to exclude from
backup/archive operations on the selected subclient.

O Click OK. The path that you typed appears as an entry in the lower pane. Repeat this step if you
want to add more entries to the filter.

10. For Exchange Public/Web Folder iDataAgents and SharePoint Server iDataAgent, to specify an
exception to an excluded workspace/folder (i.e., a folder/document that you want included in the
backups, but whose parent directory has been excluded), click the lower Browse button and expand
the iDataAgent of the client computer. Click the workspace/folder that you want to include in the
backups and then click Add. Repeat this step for each additional entry.

11. For Windows/Unix/Macintosh File System iDataAgents, File Archiver for Windows/Unix Agents, and
ProxyHost iDataAgent, to specify an exception to an excluded folder/directory (i.e., a file or
folder/directory that you want included in the data protection operations, but whose parent
folder/directory has been excluded), do one of the following:

O Click the lower Add button and, in the Enter Path window, type the complete path (including
drive letter) of the file/folder/directory that you want to include in the backups/archive
operations. Repeat this step if you want to add more exceptions to the filter.

O Click the lower Browse button and expand the file system of the client computer. Click the
file/folder/directory that you want to include in the backups/archive operations and then click
Add. Repeat this step for each additional entry.

12. For NetWare File System/NDS iDataAgents, to specify an exception to an excluded directory or NDS
container (i.e., data that you want included in the backups, but whose parent directory or NDS
container has been excluded), do one of the following:

O To manually enter the path:
m Click the Add button.

m In the Input window, type the complete path (e.g., VOL1:\demo\disk2\readme) of the data
that you want to include.

m Click OK.
O To browse and select a path:
m Click the Browse button.
m From the Backup Data window, expand the file system or NDS tree of the NetWare server.

m Click the file or folder that you want to include in the backups and then click Add. Repeat this
step for each additional entry.

m Click OK. The selected data displays as entries in the lower pane.

13. Click OK to save your changes.

Required Capability: Capabilities and Permitted Actions
= To edit a data protection filter entry for a subclient:

1. From the CommCell Browser, right-click the subclient whose data protection filter you want to edit,
and then click Properties from the shortcut menu.

2. Click the Filters tab of the Subclient Properties dialog box.

3. Click the filter entry that you want to edit, and then click the Edit button associated with that pane.
4. Type the changes into the Enter Path dialog box, then click OK.

5. Click OK to save your changes.

NOTES
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e When you change a data protection or discovery filter, the change is effective the next time a data
protection operation is run on the applicable subclient.

e Performing a full backup after changing filters or exceptions is recommended.

Assign Databases to a Subclient
Required Capability: See Capabilities and Permitted Actions
= To assign databases to a subclient:

1. From the CommCell Browser, click Configure from any of these locations:

O For Notes Database iDataAgent right-click the partition node with the subclient to which you want
to assign databases, select All Tasks and then click Configure.

O For Notes Document iDataAgent right-click the backup set node with the subclient to which you
want to assign databases, select All Tasks and then click Configure.

O For both iDataAgents, you can use the Subclient Properties (Databases) tab to access its
Configure button.

2. From the Add/Modify database/subclient configuration for partition/backup set dialog box, for each
database that you want to assign click its Subclient box and select the desired subclient from the
list. Alternatively, you can select a range of databases and use Change all selected databases to
list to assign a single subclient to all the databases in one step.

Regardless of the assignment method, your choices always include:

O The default subclient
O Any user-defined subclients
O The Do Not Backup subclient

If you choose the Do Not Backup subclient, the database will not be backed up.

3. For the Notes Document iDataAgent, click the Restore View Name box for the database element
that you want to assign to the subclient to make the list arrow appear. Click again to make the list
appear. Select an option from the list.

4. To save the subclient configuration, click OK.

Associate a Subclient to a Storage Policy
Required Capability: See Capabilities and Permitted Actions
= To associate a subclient to a storage policy:

1. From the CommCell Browser, right-click the subclient whose associated storage policy you want to
change, then click Properties from the shortcut menu.

2. Click the Storage Device tab of the Subclient Properties dialog box.

3. From the Storage Policy list of the Data Storage Policy tab, select a data storage policy to
associate with this subclient. If necessary, click the Create Storage Policy button to create a new
storage policy to which the subclient can then be associated.

4. From the Changing a Storage Policy window select the next type of backup operation. Click OK.

If applicable for your agent, you can change the number of data streams from the Number of
Data/Database Backup Streams field.

6. If applicable for your agent, click the Log Storage Policy tab and select a storage policy to
associate with this transaction log subclient from the Transaction Log Storage Policy list. Also,
you can set the Number of Transaction Log Backup Streams from this tab.
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7. Click OK to save your changes and close the Subclient Properties Storage Device tab.

Associate or Disassociate a User Group to a CommcCell Object
Required Capability: See Capabilities and Permitted Actions
= To associate or disassociate a user group to a CommCell entity:

1. From the CommCell Browser, click the CommServe, client computer group, client computer, agent,
MediaAgent, Library, Storage Policy, backup set, subclient, or Shelf media, and then select
Properties.

2. From the Security tab, select the appropriate user groups to which you want to associate to the
CommCell object from the Available Groups pane, and then move the user group to the
Associated Groups pane.

3. Click OK.

Change Account for Executing Pre/Post Commands (Data Protection)
Required Capability: See Capabilities and Permitted Actions
= To change a user account for executing pre/post commands for Data Protection jobs:

1. From the CommCell Browser, expand the tree to view the appropriate level icon for the affected
agent.

O From the agent, instance/partition, or backup set/archive set level, right-click the appropriate
icon, click All Tasks, and click New Subclient from the short-cut menu.

O From the subclient level, right-click the subclient icon and click Properties from the short-cut
menu.

2. From the Subclient Properties dialog box, create and/or configure the subclient as appropriate. Then
click the Pre/Post Process tab.

From the Pre/Post Process tab, click Change.

4. From the User Account dialog box, select one of the account options. If you select Impersonate
User, type the appropriate user name and password.

5. Click OK to save the settings.

Configure a Subclient for Pre/Post Processing of Data
Protection/Archive Operations

Before You Begin

e We recommend not configuring a pre/post process for a subclient that is currently running a data
protection or archive operation.
e Verify that there are no pre/post processes already assigned for the subclient.

e Review the Overview and Agent-Specific Guidelines for your agent before configuring pre/post
processes for data protection/archive operations.

e Pre-process commands for the iDataAgents will be executed only when the necessary resources (e.g.,
media, library, drive, etc.) are available.

Required Capability: Capabilities and Permitted Actions
= To configure a subclient for Pre/Post processing of data protection/archive operations:

1. From the CommCell Browser, right-click the subclient for which you want to configure a pre/post

Page 83 of 105



Features - Lotus Notes Database iDataAgent

process, and then click Properties from the shortcut menu.
2. Click the Pre/Post Process tab of the Properties dialog box.

3. For an agent other than the Oracle RAC iDataAgent, click inside the space that corresponds to one of
the following phases and type the full path of the process that you want executed during that phase.
Alternatively, click Browse to locate the process (applicable only for paths that do not contain any
spaces). For the Oracle RAC iDataAgent, click Browse for the corresponding process, click the name
of the control node client in the Select Client for Browse dialog box, and click OK. Then browse for
and click the process.

PreBackup
PreScan
PreArchive
PreCopy
PreSnap
PostBackup
PostScan
PostArchive
PostCopy
PostSnap

Click OK.

0O 0O 0O O O O O O o0 ©°

4. 1If you want to run a Post Process for all attempts to run that job phase, then select the
corresponding checkbox.

5. For subclients on Windows platforms, if Run As displays Not Selected, or if you want to change the
account that has permission to run these commands, click Change.

a. In the User Account dialog box, select Use Local System Account, or select Impersonate
User and enter a user name and password. Click OK.

b. If you selected Local System Account, click OK to the message advising you that commands
using this account have rights to access all data on the client computer.

6. Click OK to save your changes and close the Pre/Post Process tab of the Properties dialog box.

Configure Subclient Content
Before You Begin

e Review Subclients.

e Do not configure the content of a subclient while the parent node or any sibling subclient has a data
protection or archive operation currently running on it.

e Exchange Mailbox iDataAgents and Exchange Mailbox/Public Folder Archiver Agents: If you change the
contents of the default backup set or archive set then the auto-discover feature will be disabled. If you
disable the auto-discovery feature, newly created mailboxes will not be backed up/archived unless
they are manually discovered and assighed to a subclient.

e NAS NDMP iDataAgents: You must ensure there is no overlap in content between all subclients.
Overlap in subclient content will result in loss of data. An existing subclient's contents are not
automatically changed when another subclient is added with overlapping contents.

e SharePoint Server iDataAgent: The Site Content Database, the Site Collection Database, the Site
Database, and the Site Index for the virtual server must all be assigned to the same subclient.

e Lotus Notes Document iDataAgent: Review Assigning Restore View Names to Newly-discovered
Databases

e QR Agent: Follow these guidelines when adding a volume to a QR Agent subclient:
O The volume must correspond to a physical disk or RAID array.
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O A volume created by volume management software other than VxVM is not valid subclient content.

O Subclients may have overlapping content; however, if two or more subclients overlap, they all must
use the same snapshot engine. If the QR policies associated with the subclients are configured to
use different snap engines, they must be reconfigured to use the same snap engine in this scenario.

e Caution Against Re-configuring Default Subclient Content

We recommend that you do not re-configure the content of a default subclient because this would
disable its capability to serve as "catch-all" entity for client data. As a result, the likelihood that some
data will not get backed up or scanned for archiving would increase.

Required Capability: See Capabilities and Permitted Actions
= To configure subclient content:

1. From the CommCell Browser, right-click the subclient for which you want to configure content, click
All Tasks (if applicable) and then click Properties.

2. Follow the procedure below that is applicable for your agent:

O For File System, Active Directory, File Archiver, Exchange Public/Web Folder iDataAgents, NDS,
and SharePoint Server iDataAgents click the Subclient Properties (Content) tab and configure
content for the subclient as described below for your agent:

m For File System, Active Directory, File Archiver, NDS, and SharePoint Server iDataAgents:
Type the full path of the data that you want to include as subclient content in the Enter New
Content field, then click Add. Optionally, click Browse to enter the content. When browsing
content while configuring SharePoint subclients, you can add content via multiple selections
with the CTRL or SHIFT keys. For Windows, when specifying a UNC Path, click As User, and
enter the user account information for the domain user with permissions for that path. For
NetWare/DNS, see the Notes section below for content path examples. For Unix File Systems,
you can enter the mount point of an NFS-mounted file system, see the Notes section below for
examples.

m For Exchange Public/Web Folder iDataAgents: Click Browse, select folders to include as
content, then click Add.

O For NAS NDMP iDataAgents, configure the Backup Content Path field(s) as described below,
then click Add:

m Click the drop-down list arrow to display the root volumes on the file server. To change the
root volume, click one in the list. If you want to refine the content path further, use the space
to the right of (or below) the root volume list to enter additional path information. Note the
following:

m For NetApp, the root volume is the mount path of each volume.
Example: for volume Fs1 the root volume will be /vol/Fs1.

m For EMC Celerra, the root volume is the mount point created for a volume.
Example: for volume FsS1 with mount point /Fs1 the root volume will be /Fs1.

m For Hitachi, no root volumes are shown in the drop down list. Type the full path of the root
volume.
Example: for volume FS1 with mount point /mnt/FsS1 the root volume will be /mnt/FS1.

m For BlueArc, the root volume is a combination of a descriptor of the path and the volume
name.
Example: for volume FS1 with a mount point of / the root volume will be /  VOLUME /Fs1.

m Optionally, for NetApp NAS NDMP, click Browse to enter the content.

O For Exchange Mailbox and Exchange Mailbox/Public Folder Archiver Agents follow the procedure
to Discover and Assign New Mailboxes or Assign Mailboxes to Another Subclient.

O For DataArchiver for Exchange Agents follow the procedure to Discover and Assign New Journal
Mailboxes or Assign Journal Mailboxes to Another Subclient.

O For Lotus Notes Database and Document iDataAgents follow the procedure to Discover and Assign
New Databases or Assign Databases to a Subclient.
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O For DB2, DB2 DPF, Exchange Database, Novell GroupWise, SharePoint Server, SQL Server 2000
Database, Sybase, and MySQL iDataAgents, click the Subclient Properties (Content) tab and
configure content for the subclient as described below for your agent:

m For the DB2 iDataAgent, specify whether you want to include the entire database or a subset
of this data as content for the subclient. For the DB2 DPF iDataAgent, specify whether you
want to include all the affected database partitions or a subset of this data as content for the
subclient.

m For Exchange and GroupWise iDataAgents: Click Configure. From the Add/Modify Subclients
dialog box click the subclient entry for the database element/Storage Group that you want to
add to the new subclient and select the name of the destination subclient from the list that
appears. Alternatively, you can select and assign a range of databases/storage groups using
the Change all selected databases/storage groups to list. Note that you must have at
least one database element/Storage Group assigned to this subclient in order to save the
configuration.

A database/Storage Group that is not configured for a subclient does not appear in the list.
This can be the case if the subclient containing the database/Storage Group was deleted. If
this happens, click Discover to display all databases/Storage Groups.

m For the SharePoint Server iDataAgent, follow the procedure to Discover and Assign New Data
Types.

m For the SQL Server 2000 Database iDataAgent, follow the procedure to Configure SQL Server
2000/2005 Databases or Configure SQL Server 2000/2005 Files and File Groups.

m For the Sybase iDataAgent, follow the procedure to Configure Sybase Databases.
m For the MySQL iDataAgent, follow the procedure to Configure MySQL Databases.

O For the Informix iDataAgent, click the Subclient Properties (Content) tab and define the contents
of the subclient. Specifically, establish the backup mode for the data to be backed up, set the
backup level, and decide whether to back up the emergency boot file and/or the ONCONFIG file.

O For the Oracle, SAP for Oracle, or Oracle RAC iDataAgent, click the Subclient Properties (Content)
tab and define the contents of the subclient. To configure this subclient for specialized types of
backups, follow the appropriate procedure below:

m Create Subclient for Backing Up Archived Redo Log Files

m Create Subclient for Backing Up Offline Databases

m Create Subclient for Backing Up Online Databases

m Create Subclient for Backing Up Online Subsets

m Create Subclient for Performing Selective Online Full Backups

O For SAN iDataAgents, click the Subclient Properties (Content) tab and configure content for the
subclient as described below for your agent:

m Image Level on Unix iDataAgent: Click Add. From the Add Content Path dialog box, select the
volume(s) that you want to back up (use CTRL + click to select multiple volumes). Click OK.
The selected volumes are added to the Contents of subclient list. These volumes are
automatically configured to be CXBF devices. Alternatively, use Volume Explorer per specific
scenarios to configure CXBF devices.

To configure an unmounted block device or raw device as content, first use Volume Explorer to
configure the device as a CXBF device. Then select the configured CXBF device as subclient
content. You can ignore the warning that is displayed.

For more information, see When to Use Volume Explorer. For a step-by-step procedure, see
Configure a CXBF Device in Volume Explorer.

m Image Level and Image Level ProxyHost on Windows iDataAgents: Click Add. Then in the Add
Content dialog box, type the full path of the volume or mount point that you want to include
as subclient content, then click Add. Optionally, click Browse to select the content. Click OK.
The volume or mount point is added to the Contents of subclient list. Add additional content
by repeating this step.

m ProxyHost iDataAgent: Select a backup host from the Backup Host list. This is the computer
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to which the BCV is connected. Click Add. In the Content field of the Add/Edit Content for
Subclient dialog box, type the primary host path of the content that you want to back up, or
click Browse to find and select this data. In the Backup Host BCV Path field of the Add/Edit
Content for Subclient dialog box, type the path through which the backup host accesses this
data on the BCV, or click Browse to find and select this path. Click OK. The primary host data
path and corresponding backup host BCV path are added as a single entry in the Contents of
subclient list. To add additional entries, repeat these steps. Refer to Notes below for more
information.

O For Quick Recovery Agents, click the Subclient Properties (Content) tab and configure the
following options:

m Click Add Volume. From the Adding Volume dialog box, select volume(s) that you want to
add to the subclient content (use CTRL + click to select multiple volumes). You can add/edit
additional advanced options for the selected volume by select Advanced on the Adding
Volume dialog box. Click OK.

m Click Add App to select an application and associated volumes. Click OK.

Any instances you intend to protect and recover with the QR Agent must be configured in the

QR Agent properties Authentication tab. They will not appear in the Add App dialog box if they
are not configured. Only volumes containing datafiles and archive log files will be detected by

Add App. Volumes containing control files and redo log files will not be detected.

For a clustered Exchange Server, if you are not using VSS to perform an online quiesce,
sufficient permissions are required in order to be able to perform an offline quiesce; in such
cases, ensure that the User Name specified has Exchange Administrator rights.

See also Configure Subclients for Overlapping Content.

3. Click OK to save your content configuration.
NOTES

Content examples for NetWare are OU=prospects.O=engineering.[Root], (for NDS content), and
SYS:\public (for File System content).

Content examples for adding an NFS-mounted file system to subclient content of a Unix File System
iDataAgent:

O /mountpointA to include the entire file system at mountpointA
O /mountpointA/projects for only the projects directory within the file system at mountpointA.

Informix subclients include one or more dbspaces. As databases are added to the dbspaces, the
subclients are updated automatically.

SQL Server 2000 Database iDataAgents: The logical and physical names are available to assist in
identifying the correct content. Files and file groups that are configured as content of other subclients
are unavailable for selection.

Exchange Mailbox iDataAgents and Exchange Mailbox/Public Folder Archiver Agents: Initially, all
unconfigured mailboxes are assigned to the default subclient. You can create a new subclient and
reassign mailboxes to this new subclient (within the same backup set/archive set). Once assigned, the
mailboxes become part of the content of the new subclient.

SharePoint Server iDataAgent: Initially, all unconfigured data types are assigned to the default
subclient. You can create a new subclient and reassign data types to this new subclient. Once
assigned, they become part of the content of the new subclient.

ProxyHost iDataAgent: The primary host data path is backed up by the subclient and is the path
through which the backup host accesses this data on the BCV. A primary host path and its
corresponding backup host path are listed in the following format:

<primary_host_path> --> <backup_host_path>

For example, assume that you want to back up the D:\data directory from your primary host and D:\
is mirrored by a BCV, which is mapped to the backup host as F:\. Consequently, the path to this data
on the backup host is F:\data. When you add this directory to a subclient, it is listed in the Contents
of subclient pane as D:\data --> F:\data.
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The primary host path in the Content field is used for browse and restore
purposes. However, it is the data in the Backup Host BCV Path which is
actually backed up. If these two paths do not accurately correspond, the
path that appears when data is browsed for restore does not accurately
reflect the data that will be restored. In the example given above, assume
that D:\data is entered in the Content field, while F:\data1l is
accidentally entered in the Backup Host BCV Path. If you browse and
select D:\data to be restored, it is actually D:\datal that is restored.
(Remember, F:\Datal is the path on the backup host that corresponds to
D:\datal on the primary host.)

Configure the Subclient for Data Encryption

Encryption settings made at the subclient level are for data protection and recovery operations run from
the CommCell Console and are not related in any way to settings made at the instance level which is for
third-party Command Line operations only.

See Data Encryption - Support for a list of supported products.
Before You Begin

e Encryption must be enabled at the client level prior to configuring any subclients residing on that
client. See Configure the Client for Data Encryption.

e If you are attempting to configure for third-party Command Line operations, do not use this
procedure. See Configure Third-party Command Line Operations for Encryption.

Required Capability: Capabilities and Permitted Actions
= To configure the subclient for data encryption:
1. From the CommCell Console, right-click the subclient and click Properties.

2. From the Subclient Properties (Encryption) tab, select an option based on the criteria described in
the Encryption tab help.

3. Click OK to save your settings and close subclient properties.

Create a New Subclient
Before You Begin

e Review Subclients.

e Do not create a subclient while the parent node or any sibling subclient has a data protection or
archive operation currently running on it.

e In cases where a new subclient is created with the same name as a deleted subclient, the system will
append a Unix time stamp to the deleted subclient's name in data protection job history reports and
views to distinguish the two subclients. For example, subclientname 1104257351.

e Informix iDataAgents: If you will be using the Informix ONBAR utility to create backup and restore
scripts, you need not create subclients. Otherwise, if you will be using the CommCell Console to back
up and restore Informix database objects (subsets/dbspaces), then you will need to create a subclient.

e ProxyHost iDataAgents: If you are using a BCV, you must prepare a batch file or a shell script file on
the backup host containing commands to synchronize and split the BCV. The Resource Pack includes
information on configurations for these batch files or shell scripts, as well as examples that apply to
specific applications and hardware (e.g., Exchange databases in an EMC Symmetrix environment). See
Tools and Utilities for more information on the Resource Pack.

The ProxyHost iDataAgent also requires that you set permissions for the batch/shell script file on the
backup host.
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e SQL Server 2000/2005 Database iDataAgents: When running on Windows Server 2003 and VSS is

enabled, the New Subclient command is not available.

Required Capability: See Capabilities and Permitted Actions

= To create a new subclient:

1.

From the CommcCell Browser, right-click the node (agent/backup set/archive set/instance) for which
you want to create a new subclient, click All Tasks (if applicable), and then simply click New
Subclient for most agents.

O For the SQL Server iDataAgent, expand New Subclient and click either Database to include
individual databases or File/File Group to include database elements.

O For the File Archiver Agent for Windows with Data Classification, right-click the DataClassSet,
expand All Tasks, and then click Create DataClassSet (subclient).

Click the General tab or General (Quick Recovery Agent) tab of the Subclient Properties dialog box
and type the name (up to 32 characters) of the subclient that you want to create.

O For supported agents identified in Support Information - Snapshot Engines, you can select a
QSnap option to snap data and then perform a data protection operation on the data.

O For QR Agents, you must also select a QR Policy from the QR Policy list.
O For the Windows iDataAgents that support VSS, you can optionally Enable VSS on a Subclient.

Select other options from the General tab as appropriate for the agent.

Click the Content or Databases tab of the Subclient Properties dialog box and Configure Subclient
Content as appropriate for your agent.

For all agents (except QR), click the Storage Device (Data Storage Policy) tab of the Subclient

Properties dialog box, then select a data storage policy to associate with this subclient from the

storage policy list.

O For the DB2 and DB2 DPF iDataAgents, you can also change the number of data backup streams.
For the DB2 DPF iDataAgent, the default stream threshold should be equal to the total number of
database partitions for the subclient.

O For SQL Server iDataAgents, you can also click the Storage Device (Log Storage Policy) tab of the
Subclient Properties dialog box, then select a log storage policy to associate with this subclient
from the storage policy list and select the humber of backup streams for transaction log backup
jobs.

O For 1-Touch for Unix, it is strongly recommended that the storage policy that you select for the
subclient configured for 1-Touch use a MediaAgent on a different computer. If you do this, and if
the system crashes, the media will not have to be exported to another MediaAgent in order to
recover the system.

For Oracle and DB2 iDataAgents, click the Backup Arguments (Oracle) or Backup Arguments (DB2,
DB2 DPF) tab of the Subclient Properties dialog box and Configure Backup Arguments as appropriate
for your agent. Note that the backup arguments for Informix are located on the Content tab.

For Migration Archiver Agents, click the Archiving Rules or Rules tab of the Subclient Properties
dialog box and configure archiving rules as appropriate for your agent. In order to perform rules-
based migration archiving operations, the Disable All Rules checkbox must be cleared.

If the File Archiver for Windows supports Data Classification, several filter-like configuration fields
are defined as archiving rules and are available from the Subclient Properties (Rules) tab. If you
want to define content and archiving rules based on file attributes other than volumes, size, and
modified time (i.e., if you want to customize your rules), click the Advanced tab and configure as
appropriate. Also, stub management options can be configured from the Stub Rule tab. See
Configure Archiving Rules - File Archiver Agents for step-by-step instructions.

For ProxyHost and Image Level ProxyHost iDataAgents, click the Pre/Post Process tab of the
Subclient Properties dialog box. In the PreScan field, type the path to the batch file/shell script file
that contains those commands that are to run before each backup of the subclient, or click Browse
to locate and select this file. For ProxyHost and Image Level ProxyHost, the file must reside on the
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backup host or primary host.

9. Optionally (if supported for your agent) you can:
e Add a Data Protection or Discovery Filter for a Subclient on the Filters tab.

e Configure a Subclient for Pre/Post Processing of Data Protection/Archive Operations on the
Pre/Post Process tab.

e Enable Software Compression for a Subclient on the Software Compression tab of the Storage
Device tab.

Configure the Subclient for Data Encryption on the Encryption tab.

Enable or Disable Operations for this subclient on the Activity Control tab.

Configure Mailbox Stores for Auto-Discovery on the Auto-discovery tab.

Configure the Subclient for 1-Touch on the 1-Touch Recovery tab.

View or change the user group security associations for this subclient from the Security tab.

Determine location from where archive logs will be backed up or deleted from the Log
Destinations tab.

e Enable backups using a snap engine from the Snap Backups tab.

10. Click OK to save the subclient configuration. For QR Agents, this procedure is now complete. For all
other agents, continue on to the next step.

11. The Backup Schedule dialog box advises you to schedule data protection operations for your new
subclient. It is recommended you elect to set a schedule now. You can also associate this subclient
with an All Agent Types schedule policy (which is automatically created by the system, or can be a
user defined Data Protection schedule policy). If you have already associated a schedule policy at a
previous level (Backup Set/Instance, Agent, Client, or Client Computer Group) the schedules defined
in the Schedule Policy will be automatically applied to the new subclient. See Schedule Policy for
more information.

O If you want to associate this subclient with an All Agent Types schedule policy, click Associate
with Generic Schedule Policy, and then select that schedule policy from the drop-down list
box. Click OK.

O If you want to associate this subclient with a specific schedule policy, click Associate to
schedule policy, and then select the schedule policy from the drop-down list box. Click OK.

O If you have selected to define a schedule for this subclient:
m Click Schedule.

m From the Backup/Archive Options dialog box, select the type of data protection operation that
you want to schedule.

m If you want to set Advanced Backup/Archive Options, click Advanced.

m After selecting the data protection type and any advanced options, click OK. The Schedule
Details dialog box appears.

m From the Schedule Details tab, select the scheduling options that you want to apply, then click
OK.

O If you don't want to create a data protection schedule at this time, click Do Not Schedule, and
then click OK.

This task is now complete.

Delete a Data Protection Filter from a Subclient
Before You Begin

e Review Filters.

e Do not change the data protection or discovery filter of a subclient that has a data protection
operation in progress.

e File Archiver for Windows/Unix Agents: We recommend that you don't delete the following entries
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from the exclusion filter, as it could cause your file system to be inoperable. For Windows, these
include: *.dll, *.bat, *.exe, *.cur, *.ico, *.Ink. For Unix, these include *.a, *.ksh, *.csh, *.sh, *.lib,
X

.SO.

Required Capability: Capabilities and Permitted Actions

= To delete a data protection or discovery filter entry from a subclient:

1. From the CommcCell Browser, right-click the subclient whose data protection or discovery filter you
want to delete, and then click Properties from the shortcut menu.

2. Click the Filters tab of the Subclient Properties dialog box.

3. To delete an entry from the Exclusions list, click the entry in the upper pane then click the upper
Delete button. (Repeat this step for each entry that you want to delete.)

4. To delete an entry from the Exceptions list (if applicable for your agent), click the entry in the lower
pane then click the lower Delete button. (Repeat this step for each entry that you want to delete.)

5. Click OK to save your changes.

NOTES

Whenever you delete an entry from the exclusion filter, check if the exceptions list (i.e., lower pane)
contains any entries that are children of the deleted data (if applicable for your agent). If so, you
should delete them as described in Step 4 since they no longer need to be listed. The system
automatically deletes any exceptions that are children of a deleted exclusion unless you used wildcard
expressions in the exclusion path.

When you change a data protection or discovery filter, the change is effective the next time the
subclient is backed up/archived.

Data will not be backed up in a differential backup for a subclient after a filter was removed.

Since Incremental backups only back up data that has been modified since the last backup, previously
filtered files whose filters are now removed, will not be backed up unless they have been modified
since that last backup. To back up previously filtered files that have not been modified but whose
filters have been removed since the last backup, you need to run a Full backup.

Performing a full backup after changing filters or exceptions is recommended.

Delete a User-Defined Subclient

Related Topics:

Command Line Interface - qdelete subclient
Subclients

Required Capability: See Capabilities and Permitted Actions

= To delete a user-defined subclient:

1.

2.

From the CommcCell Browser, right-click the user-defined subclient that you want to delete, and then
click Delete from the shortcut menu.

A confirmation message is displayed, asking if you want to delete the subclient.
Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion. If you
click Yes:

O the subclient, and any data that may have been protected/archived by the subclient are logically
deleted, and you can no longer access the corresponding data for recovery/retrieve purposes.
However, the data remains valid for the length of time specified by the associated retention
period. Some agents allow you to browse data from a deleted subclient provided that the Browse
Data Before date and time precedes the time that the user-defined subclient was deleted.

O for agents that support a default subclient, once the user-defined subclient is deleted its contents
are automatically reallocated to the default subclient the next time a data
protection/archive/discovery operation is run on the default subclient to ensure data protection

Page 91 of 105



Features - Lotus Notes Database iDataAgent

coverage.
O the system deletes the selected subclient node and removes it from the CommCell Browser.

O the system deletes any data protection/archive and recovery/retrieve job schedules that are
associated with the subclient.

Discover and Assign New Databases

Required Capability: See Capabilities and Permitted Actions

= To discover and assigh new databases:

1.

From the CommcCell Browser, click Configure from any of these locations:

O For Notes Database iDataAgent right-click the partition with the subclient to which you want to
assign databases, select All Tasks and then click Configure.

O For Notes Document iDataAgent right-click the backup set with the subclient to which you want to
assign databases, select All Tasks and then click Configure.

O For both iDataAgents, you can use the Subclient Properties (Databases) tab to access its
Configure button.
From the Add/Modify database/subclient configuration for partition dialog box, click Discover.

When the discovery process completes, the system redisplays the Add/Modify
database/subclient in partition/backup set dialog box which displays the databases that have
already been assigned; plus any newly discovered databases that have not been assigned. The
unassigned databases are those that have no entry in the Subclient column.

To assign these databases, click the Subclient box of each database that you want to assign and
select the desired subclient from the list. Alternatively, you can select a range of databases and use
Change all selected databases to list to assign a single subclient to all the databases in one step.

Regardless of the assignment method, your choices always include:

O The default subclient
O Any user-defined subclients
O The Do Not Backup subclient

If you choose the Do Not Backup subclient, the database will not back up.

For the Notes Document iDataAgent, click the Restore View Name box for the database element
that you want to assign to the subclient to make the list arrow appear. Click again to open the list.
Select an option from the list. Alternatively, you can select a range of databases and use Change all
restore View names to list to assign a single name to all the selected databases in one step.

To register your database assignments with the system, click Apply.

If you have no other databases to assign, click OK.

Enable or Disable Operations

Required Capability: See Capabilities and Permitted Actions

Level Capability

CommcCaell Administrative Management with CommcCell level association

Client Computer Administrative Management with Client Computer Group level association
Group

Client Agent Management with Client level association

Agent Agent Management with Agent level association

Subclient Agent Management with Subclient level association

Page 92 of 105



Features - Lotus Notes Database iDataAgent

= To enable or disable activity control at the CommcCell, client computer group, client, agent, or subclient
levels:

1. From the CommCell Browser, right-click the CommServe, client computer group, client computer,
agent, or subclient, and then click Properties from the short-cut menu.

2. From the Activity Control tab of the associated Properties dialog box, select or clear option(s), as
desired.

3. Click OK.

Disabled data management and/or data recovery operations are displayed
with client and/or agent icon changes in the CommCell Browser. For a
comprehensive list of all icons in the CommCell Console, see CommCell

Console Icons.

Enable or Disable Software Compression for a Subclient

Before you Begin

e Do not enable/disable software compression for a subclient that is being backed up/archived.
Required Capability: Capabilities and Permitted Actions

= To enable software compression for a subclient:

1. From the CommCell Browser, right-click the subclient for which you wish to enable software
compression and then click Properties.

2. Click the Storage Device tab and from the Data Storage Policy tab, select the storage policy from
the Storage Policy list.

If applicable for the selected agent, click the Log Storage Policy tab and select a storage policy from
the Transaction Log Storage Policy list.

3. Then click the Storage Device (Data Transfer Option) tab and choose the appropriate compression
option for this subclient.

4. Click OK to save your changes.

This task is now complete.

Remove a Process from Pre/Post Processing of Data Protection/Archive
Operations
Before You Begin

e We recommend not removing a pre/post process for a subclient that is currently running a data
protection or archive operation.

e Review the Overview and Agent-Specific Guidelines for your agent before removing pre/post processes
for data protection/archive operations.

Required Capability: Capabilities and Permitted Actions
= To remove a process from Pre/Post processing of data protection/archive operations:

1. From the CommcCell Browser, right-click the subclient for which you want to remove a pre/post
process, and then click Properties from the shortcut menu.

2. Click the Pre/Post Process tab of the Subclient Properties dialog box.

3. Click the text inside the space that corresponds to one of the following phases for which you want a
pre/post process removed, then press the Delete key:
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PreScan
PreArchive
PreCopy
PreSnap
PostBackup
PostScan
PostArchive
PostCopy
PostSnap

O O O O O O O O O

4. Repeat Step 3 for any additional processes that you want to remove.

5. Click OK.

Rename a Subclient
Before You Begin

e You can rename a subclient at any time. However, we recommend that you don't rename a subclient
while a data protection or archive operation is running on that subclient.

e In cases where a subclient is renamed using the same name as a deleted subclient, the system will
append a Unix time stamp to the deleted subclient's name in data protection job history reports and
views to distinguish the two subclients. For example, subclientname 1104257351,

Required Capability: See Capabilities and Permitted Actions
= To rename a subclient:

1. From the CommCell Browser, right-click the subclient that you want to rename, and then click
Properties from the shortcut menu.

2. From the Subclient Properties (General) tab, or the QR Agent Subclient Properties (General) tab,
type the new name in the Subclient Name field, and then click OK.

The CommCell Browser updates the subclient with its new name. The new name will also be reflected in
any associated schedules and reports.

Set the Network Bandwidth and Network Agents for a Data Protection
Operation

Before you Begin

e Do not modify the network bandwidth and network agents for a subclient or instance that is being
backed up.

Required Capability: Capabilities and Permitted Actions
= To Set the Network Bandwidth and Network Agents for a Data Protection Operation:
1. From the CommCell Browser, right-click a subclient and then click Properties.

For the DB2, DB2 DPF, Informix, Oracle, Oracle RAC, SAP, or Sybase iDataAgent, right-click an
instance and then click Properties.

2. Click the Storage Device Data Transfer Option tab.
For the QR Agent:

O To control network bandwidth settings, use the Throttle Network Bandwidth section in the
General tab of the Subclient Properties dialog box.
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O To control the number of network agents, you must create a nQRNetworkAgents registry key.

Enter a number of Network Agents that must be used to perform data protection operations on the
subclient/instance.

Click the Throttle Network Bandwidth (MB/HR) option and then enter the throughput as
needed. Note that throttling is done on a per Network Agent basis.

Click OK to save the changes.

This task is now complete.

View Data Paths Associated with a Subclient

Required Capability: See Capabilities and Permitted Actions

= To view data paths:

1.

From the CommcCell Browser, right-click the subclient whose data paths you want to view, then click
Properties from the shortcut menu.

Click the Storage Device tab of the Subclient Properties dialog box.

From the Data [or Logs] Storage Policy tab, click Show Data Paths to view the data paths used
by the subclient to access the storage media for data protection operations. Click Close to exit the
Data Paths dialog box.

Click OK to exit the Subclient Properties Storage Device tab.

View Subclient Content

Required Capability: See Capabilities and Permitted Actions

= To view content of a subclient:

1. From the CommCell Browser, right-click the subclient whose content you want to view, then click
Properties.
2. From the Subclient Properties dialog box, click the Content tab (or Databases tab for Lotus Notes)
to view the contents of the subclient.
3. Click OK to close the dialog box.
Back To Top

Page 95 of 105



Features - Lotus Notes Database iDataAgent

Backup Job History

Topics | How To | Related Topics

Overview

Items That Were Backed Up

Items That Failed

Pruning Backup History Information
Supported Features

Content Indexing History Information

Overview
You can view the backup and restore history of iDataAgents, BackupSets/Instances, and subclients.

The Backup Job History Filter dialog box allows you view detailed, historical information about backup
jobs. Once you have chosen your filter options, they are displayed in the Backup Job History window.

For information on Job Details displayed in the Job History, see Viewing Job Information.
From this window, you can right-click a backup job to:

e Browse the data backed up by the backup set or instance from the Backup Job History window. This
is provided as right-click option for each job. (This menu option, when selected, initiates the Browse
Options dialog box preset with the values needed to browse the data.)

Browse the snapshots created during SnapProtect

View items that failed during the backup job

View details of the backup job

View files that were not indexed during a backup job that performed content indexing
View associated media

View events of the backup job

View a list of items that were backed up

View a list of items that were moved to media for a SnapProtect job

View the log files of the backup job.

View the RMAN log of an Oracle backup job.

Items That Were Backed Up

The View backup file list option allows you to view a list of the files that were backed up during a
backup job, along with the data sizes of each backed up file. The View backed up messages option
allows you to view a list of messages that were backed up by using, along with the alias name, display
name, email address, sender name, and recipient of each message.

From these windows you can conduct searches based on a particular string, allowing to find particular
files quickly and easily.

items that were backed up (such as lists that total over 100,000 items). It
is suggested that the Browse option is used to find a list of backed up
items in such cases.

@ It is not recommended that this option is used to view a very large list of
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See View the Items That Were Protected During a Data Protection Operation for step-by-step
instructions.

Items That Failed

The items that failed for a data protection operation include individual files that may fail the job even
though a particular job completed successfully. You can determine the degree of success for these jobs
using this window.

Filters can be used in conjunction with the "Items That Failed" list on the data protection Job History
Report to eliminate backup or archive failures by excluding items which consistently fail that are not
integral to the operation of the system or applications. Some items fail because they are locked by the
operating system or application and cannot be opened at the time of the data protection operation. This
often occurs with certain system-related files and database application files.

Also, keep in mind that you will need to run a full backup after adding failed files to the filter in order to
remove them.

A listing of files and folders that failed is not available for the Quick
Recovery Agent, or the Image Level and Image Level ProxyHost
iDataAgents. These agents do not perform a file level backup/copy.

Certain application related files can never be backed up by the File System
iDataAgent due to the nature of the data. For example, Microsoft SQL
Server database files cannot be backed up by the File System iDataAgent.
In this and other similar circumstances, consider entering files such as
these as exclusions in the corresponding subclient filter.

See View the Items That Failed For a Data Protection Operation for step-by-step instructions.

Pruning Backup History Information

You can prune backup history information based on the number of days established in the Days to keep
the backup job histories option from the Media Management Configuration (Service
Configuration) dialog box available in the Control Panel.

If you have installed the SQL Server iDataAgent, do not use the stored

@ procedure sp_delete_backuphistory,
sp_delete_database_backuphistory and
sp_delete_backup_and_restore_history provided by Microsoft clean
up backup history. By default backup history is automatically pruned from
the CommServe database and the Microsoft SQL Server, as necessary.

Supported Features
e The NAS NDMP iDataAgents do not support the ability to view items that failed.

e The Image Level and Image Level ProxyHost iDataAgents do not support the ability to Browse the data
of a selected backup job in Backup Job History.

Content Indexing History Information

Content Indexing history can also be viewed of iDataAgents, BackupSets/Instances, and subclients. The
following information is displayed:

Items that were Successfully Content Indexed
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You can view the list of items that were successfully content indexed during a Content Indexing operation
for a particular job. for step-by-step instructions, see View the Items that Were Successfully Content
Indexed.

Content Indexing Failures

Content Indexing failures allows you to look at the messages, files and documents that could not be
indexed during a content indexing operation. Content Indexing looks at each file (of the supported data
types) and indexes its contents allowing advanced searches of backed up/archived/migrated data.

Files that were not indexed, (perhaps because the file’s content could not be read) are added to the
Content Indexing Failures list, and are viewable from the View Content Index (Failed Items) option in the
Job History window. For step-by-step instruction, see View the Items that Failed to Content Index.

Back to Top

Backup Job History - How To

Topics | How To | Related Topics

View Backup Job History

View the Items That Were Protected During a Data Protection Operation
View the Items That Failed For a Data Protection Operation

View Job History Details

View the Media or Mount Paths of a Job History

View the Events of a Job History

View the Items that were Moved to Media during SnapProtect

View the Log Files of a Job History

View the Items that Were Not Indexed During Content Indexing

View the Items that Were Successfully Content Indexed

View Backup Job History
B To view backup history:

1. From the CommCell Browser, right-click the entity (client computer, iDataAgent, backup set or
subclient) whose backup history you want to view, click View, and then click View Backup
History.

2. From the Backup History filter window select the filter options, if any, that you want to apply, and
then click OK. The system displays the Backup Job History window.

3. Click OK.

View the Items That Were Protected During a Data Protection Operation

@ This option is available for File System-like agents.

Required Capability: none required
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= To view the list of items that were protected during a data protection operation.

1. From the CommCell Browser, right-click the entity whose history of data protection operations you
want to view, click View, and then click the necessary options to view a job history.

2. From the Job History Filter dialog box, select the filter options, if any, that you want to apply, and
then click OK.

3. From the Job History window, right-click the operation whose list of protected items you want to
view, and then select View backup file list/View Backed Up Messages. The Backup file List
window displays a list of the backed up files/messages that were included in the backup job. You can
use the Search option to find items in the window.

4. Click File -> Exit.

Click Close from the Job History window.

View the Items That Failed For a Data Protection Operation

A listing of files and folders that failed is not available for the Quick
Recovery Agent, nor the Image Level and Image Level ProxyHost
iDataAgents. These agents do not perform a file level backup/copy.

= To view the list of items that failed for a data protection operation:

1. From the CommCell Browser, right-click the entity whose history of data protection operations you
want to view, click View, and then click to view a job history.

2. From the Job History Filter dialog box, select the filter options, if any, that you want to apply, and
then click OK.

3. From the Job History window, right-click the operation whose list of failed items you want to view,
and then select View Failed Items. The Unsuccessful Backup Files window (for DataArchiver
Agents, Items On Which Archive Failed) displays those items that failed. If no items failed, a
message to that effect is displayed.

4. Click Close.

View Job History Details
Required Capability: See Capabilities and Permitted Actions
= To view the details of a job history:

1. From the CommCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
history you want to view, click View, and then click job history.

2. From the Job History Filter dialog box, select the filter options that you want to apply and click OK.

3. From the Data Management Job History window, right-click the job whose job details you want to
view, and then click View Job Details.

4. The Job Details dialog box appears, displaying detailed job history in General, Details, Phase Details
and Attempts tabs for the selected job.

5. Click OK.

If viewing the details of a job with a pending or failed status, the Reason

@ for Job Delay field will contain an Error Code, which, if clicked, will launch
the customer support website displaying troubleshooting article(s) related
to the specific issue.
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View the Media or Mount Paths of a Job History
= To view media or mount paths associated with a job history:

1. From the CommCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
history you want to view, click View, and then select the appropriate history.

2. From the Job History window select the filter options, if any, that you want to apply, and then click
OK.

3. From the job history widow, right-click the backup whose media or mount paths you want to view,
and then click View Media.

4. The Media Used By Job ID window displays a list of media or mount paths used by the operation.
5. Click OK.

View the Events of a Job History
Required Capability: See Capabilities and Permitted Actions
= To view the events associated with a job:

1. From the CommCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
history you want to view, click View, and then click Job History.

2. From the Job History Filter dialog box, select the filter options that you want to apply and click OK.

3. From the Data Management Job History window, right-click the job whose job details you want to
view, and then click View Events.

4. The All Found Events window gets displayed. If no events where found for the back up, a message is
displayed to that effect.

5. Click Close.

View the Items that were Moved to Media during SnapProtect

@ This option is available for the SnapProtect feature.

= To view the list of items that were moved to tape during SnapProtect backup.

1. From the CommCell Browser, right-click the entity whose history of data protection operations you
want to view, click View, and then click the necessary options to view a job history.

2. From the Job History Filter dialog box, select the filter options, if any, that you want to apply, and
then click OK.

3. From the Job History window, right-click the operation whose list of items moved to media you want
to view, and then select View Backup Copy file listing. The Backup file List window displays a
list of the backed up files that were included in the backup copy job. You can use the Search option
to find items in the window.

{% e To view the files moved to media for a backup copy job, right-click the
SnapProtect backup job corresponding to the Backup Copy job and
select View Backup Copy file listing.

e View backup items will not display anything for a Backup Copy job.

4. Click File -> Exit.
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5. Click Close from the Job History window.

View the Log Files of a Job History
Required Capability: See Capabilities and Permitted Actions
= To view the log files of a Job History:

1. From the CommCell Browser, right-click the entity whose job history you want to view, and then
click to view a job history.

2. From the job history filter window select the filter options, if any, that you want to apply, and then
click OK.

3. From the job history window, right-click the job whose log files you want to view, and then click
View Logs.

4. The contents of the log file related to the selected job history are displayed in the Log File for Job
n window.

View the Items that Were Successfully Content Indexed

@ This option is available for operations that performed content indexing.

= To view the list items that were not indexed during content indexing:

1. From the CommCell Browser, right-click the entity whose operations you want to view, click View,
and then click the necessary options to view a job history.

2. From the Job History Filter dialog box, select the filter options, if any, that you want to apply, and
then click OK.

3. From the Job History window, right-click the job for which you want to view the successfully content
indexed items, select View Content Index, and click Successful Items.

4. Click Close.

5. Click Close from the Job History window.

View the Items that Failed to Content Index

@ This option is available for operations that performed content indexing.

= To view the list of items that failed to content index:

1. From the CommCell Browser, right-click the entity whose operations you want to view, click View,
and then click the necessary options to view a job history.

2. From the Job History Filter dialog box, select the filter options, if any, that you want to apply, and
then click OK.

3. From the Job History window, right-click the job for which you want to view the list of items failed to
content index, select View Content Index, and click Failed Items.

4. Click Close.

5. Click Close from the Job History window.
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Back to Top
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Restore Job History
Topics | How To | Related Topics

Overview
Items That Restored

Supported Features

Overview

The Restore History Filter dialog box allows you to view detailed, historical information about restore
jobs.

For information on Job Details displayed in the Job History, see Viewing Job Information.

Once you have chosen your filter options, they are displayed in the Restore Job History window. From
this window you can right-click a restore job to:

e View Restore Items; items in the job that were Successful, Failed, Skipped or All. These items, if
any, will be listed in the Restored Files window.

View Job Details of the restore job. The job details will be listed in the Job Details window.

View Events of the restore job. The job events will be listed in the All Found Events window.

View Log files of the restore job. The job log files will be listed in the Log File window.

View the RMAN Log of an Oracle restore job. The RMAN Log will be listed in the Oracle Restore Log
window.

Items That are Restored

When viewing files that are restored in the Restored Files window, each of the files is listed with the
restore status level appended at the end of the file path. The possible status levels are: RESTORED,
FAILED and OLDER.

Successfully restored files will be listed with RESTORED appended to the file path. If files are not
restored/recovered due to errors, the file paths will be appended with FAILED. Under some
circumstances, the system may not restore/recover certain files because they are older versions of the
same files already present in the files system; these files are appended with the word OLDER.

Supported Features
Consider the following.

e The NAS NDMP ;DataAgents do not support the ability to view failed/successful item lists.
e Restore Job History will not display Oracle rman_util jobs at the instance level.

Back to Top

Restore History - How To
Topics | How To | Related Topics

View Restore Job History
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View the Events of a Job History

View the Media of a Job History

View the Log Files of a Job History

View Restore Job History

= To view the restored items associated with a job:

1.

From the CommcCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
restore history you want to view, click View, and then click Restore History.

From the Job History filter window, select the filter options, if any, that you want to apply, and then
click OK.

From the Job History window, right-click the job whose restored items you want to view; click View
Restore Items, and select from the type of items to view: Successful, Failed, Skipped or All.

The Restored Files window will display the selected type of restored items for the job.

Click OK.

View the Events of a Job History

Required Capability: See Capabilities and Permitted Actions

= To view the events associated with a job:

1.

From the CommCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
history you want to view, click View, and then click Job History.

From the Job History Filter dialog box, select the filter options that you want to apply and click OK.

From the Data Management Job History window, right-click the job whose job details you want to
view, and then click View Events.

The All Found Events window gets displayed. If no events where found for the back up, a message is
displayed to that effect.

Click Close.

View the Media or Mount Paths of a Job History

= To view media or mount paths associated with a job history:

1.

From the CommcCell Browser, right-click the entity (e.g., subclient, client computer, etc.) whose job
history you want to view, click View, and then select the appropriate history.

From the Job History window select the filter options, if any, that you want to apply, and then click
OK.

From the job history widow, right-click the backup whose media or mount paths you want to view,
and then click View Media.

The Media Used By Job ID window displays a list of media or mount paths used by the operation.

Click OK.

View the Log Files of a Job History
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Required Capability: See Capabilities and Permitted Actions
= To view the log files of a Job History:

1. From the CommCell Browser, right-click the entity whose job history you want to view, and then
click to view a job history.

2. From the job history filter window select the filter options, if any, that you want to apply, and then

click OK.
3. From the job history window, right-click the job whose log files you want to view, and then click
View Logs.
4. The contents of the log file related to the selected job history are displayed in the Log File for Job
n window.
Back to Top
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